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Description

RELATED APPLICATIONS

[0001] This application is a continuation of, and claims
priority to, U.S. Patent Application No. 13/648,473, filed
on October 10, 2012, entitled "CROSS SYSTEM IN-
STALLATION OF WEB APPLICATIONS," which is a
nonprovisional of, and claims priority to, U.S. Provisional
Patent Application No. 61/706,292, filed on September
27, 2012, entitled "CROSS SYSTEM INSTALLATION
OF WEB APPLICATIONS,".

TECHNICAL FIELD

[0002] This disclosure generally relates to cross sys-
tem installation of applications that operate as native ap-
plications, yet are programmed using web technologies.

BACKGROUND

[0003] Typically, a person must access a web store or
digital marketplace using a specific kind of operating sys-
tem or web browser. Yet, a person may want to access
a web store or digital marketplace using any kind of op-
erating system or web browser, and people want the abil-
ity to download applications from a digital marketplace
regardless of the type of operating system or browser.
People also appreciate the ability to run applications "na-
tively" on a client computer. Yet, typical web applications
do not provide access to local system resources, such
as file systems, native windows, graphics processors,
microphones, cameras, and therefore have may have
limitations. In general, web applications have a more re-
strictive security model, which limits how much of a local
system’s resources the web application is able to access.
[0004] It may also prove advantageous for developers
if they are not required to use separate programming
techniques, or to develop many different versions of ap-
plications, to have the application run on different oper-
ating system platforms (e.g., WINDOWS, MAC, or
LINUX). Typically, developers need to build an applica-
tion for each platform. It is also advantageous for devel-
opers if those same applications can also run on the web
and be downloaded via any kind of web browser. Further,
developers may want to use JAVASCRIPT, HTML, CSS,
or other web technology to develop applications that can
operate natively on computers and mobile devices. De-
velopers may also want to have those same applications
be capable of operating as web applications via a web
browser as well as operating natively and thus having
access to at least some native resources. Therefore, a
need exists for systems and methods to address the
shortfalls of present technology and to provide other new
and innovative features.
[0005] US 20100306759 A1 describes methods and
an apparatus for packaging native program extensions
with a virtual machine application, wherein the applica-

tion is distributed in an application package containing
application code that runs in a virtual machine, native
code that runs outside the virtual machine, and other re-
sources. According to US 20100306759 A1, when the
application requires access to native features of the un-
derlying device not provided in the virtual machine, the
native code is installed and executed, wherein the virtual
machine application accesses the native features by
communicating with the native code running outside the
virtual machine via inter-process communication.
[0006] US 20110314389 A1 disclosed that systems
and methods for creating application runtime environ-
ments or application environments that can be download-
ed and integrated into the computing environment of a
computing device, wherein one example includes a com-
puting device on which an operating system is installed
that creates a computing environment, an Application
Platform application, where the Application Platform ap-
plication is at least partially natively implemented and
creates an application runtime environment when exe-
cuted by the computing device, and a cross-platform ap-
plication, where the cross-platform application is config-
ured to be executed within the application runtime envi-
ronment and is not natively executable by the computing
device. In addition, the Application Platform application
is configured to integrate the cross-platform application
into the computing environment of the computing device
by providing at least one launch point for the cross-plat-
form application within the computing environment.

SUMMARY

[0007] The invention is defined by the independent
claims. Dependent claims specify advantageous embod-
iments thereof
[0008] A method and system for providing cross sys-
tem installation of applications, include providing for in-
stallation, via a server, a natively operating application
coded only with web technologies, and providing for in-
stallation a single runtime environment that provides the
natively operating application access to computer sys-
tem-level services that are not available to web applica-
tions. The single runtime environment may control the
installation and uninstallation of the natively operating
application, and the natively operating application is con-
figured to execute independent of a web browser.
[0009] The details of one or more implementations are
set forth in the accompanying drawings and the descrip-
tion below. Other features will be apparent from the de-
scription and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010]

FIG. 1 is a schematic diagram of a system for cross
system installation of web applications.
FIG. 2. is an example block diagram of a runtime
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using a multi-process configuration.
FIG. 3 is a diagram of an example of a user interface
for native applications, natively operating applica-
tions, and web applications.
FIG. 4A is a flowchart of a process for cross system
installation of web applications.
FIG. 4B is a flowchart of a lifecycle of a natively op-
erating application.
FIG. 5 shows an example of a computer device and
a mobile computer device that can be used to imple-
ment the techniques described here.

[0011] Like reference symbols in the various drawings
indicate like elements.

DETAILED DESCRIPTION

[0012] Systems and methods described here allow for
cross-system installation of natively operating applica-
tions that are coded with web technologies (such as
HTML, JavaScript, CSS, etc.). The natively operating ap-
plications may operate via a single runtime environment
that is locally installed on a client computer. The natively
operating applications may provide access to local ma-
chine resources, and may also provide access to other
web services, such as cloud storage, web document ed-
iting, or photo editing. The natively operating applica-
tions, because they are coded with web technologies,
may also be configured (e.g., packaged) to run in a web
browser without requiring further coding from a develop-
er. A natively operating application may be downloaded
and installed on any operating system, from any browser,
whenever the single runtime is installed. The browser
may automatically determine if the single runtime is al-
ready installed on a computer, prior to installing a natively
operating application. If the single runtime is not already
installed, the browser may automatically install the single
runtime, for example by a single download including the
application and runtime. The runtime operates using a
multi-process architecture, and installs the natively op-
erating applications in a sandbox, such that when the
natively operating applications are uninstalled, they are
completely removed from a client computer.
[0013] FIG. 1 is a schematic block diagram of an ex-
ample embodiment of a system 100 that may provide
cross system installation of web applications. In various
implementations, the system 100 may include client com-
puting devices 102A, 102B, 102C (such as desktop com-
puters, notebook computers, netbook computers, tablet
computers, smart-phones, etc.). A client computing de-
vice 102A can include one or more processors (CPU)
104 and one or more memories 106. The client computing
device 102A can execute an operating system (O/S) 108,
a runtime 120, and various applications (110, 124, and
126) which may display a user interface window (e.g.,
web browser 112). The client computing device 102A
can include a cache 118. The client computing device
102A can include a natively operating application 124 as

well as one or more native applications 126. Application
110 is another example of a native application, and the
user interface window 112 of application 110 is a web
browser. Other examples of native applications 126 in-
clude word processing applications, image editing appli-
cations, email applications, media players, calculators,
etc.
[0014] A "natively operating application" 124 is an ap-
plication that is coded using only web technology (defined
here as code that can be implemented directly by a web
browser), such as HTML, JAVASCRIPT, or CSS, but is
an application that looks and behaves like native appli-
cations (and are not tied to a web browser), and has
native-like capabilities that are not available to web ap-
plications. Natively operating application 124 may also
be run in a web browser, such as web browser 112.
[0015] Natively operating application 124 may be
downloaded from a marketplace server 150 via a web
browser, such as web browser 112, and may be installed
on client computing device 102A. The natively operating
application 124 may operate using runtime 120, which is
described in more detail below. The natively operating
application 124 may be configured to be executed directly
by a processor 104 of the client device, using runtime
120, for example. Because natively operating application
124 is coded with web technologies, no compilation step
is required. Instead, natively operating application 124
may simply be packaged (e.g., in a .CRX format, or
zipped, for example with some signature or verification)
and provided to client computing device 102A, for exam-
ple via web browser 112 from a digital marketplace such
as marketplace server 150, as described in more detail
below. The runtime 120 may accept the natively operat-
ing application 124 as a packaged file (e.g., .CRX files)
and then execute the natively operating application 124.
Natively operating application 124 may load locally, so
that it is less dependent on a network than a web appli-
cation, for example.
[0016] Runtime 120 may be an environment that op-
erates above the native O/S 108 and that uses a multi-
process architecture. Thus, if one natively operating ap-
plication 124 crashes, a user will not lose other natively
operating applications that are simultaneously also run-
ning via runtime 120. Each application operates as a new
process on the single runtime, as described in more detail
below with respect to FIG. 2.
[0017] Runtime 120 may act as an intermediary envi-
ronment that allows a natively operating application 124
to run on any computing device using any operating sys-
tem, as long as the runtime 120 is installed on the com-
puting device, such as computing device 102A. Runtime
120 may allow the natively operating application 124 to
appear as if it is a native application, while the natively
operating application 124 is not actually being executed
through the O/S 108 (but still may be able to access por-
tions of the O/S 108). Runtime 120 may also, in some
implementations, be utilized to execute application 110
(including web browser 112).
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[0018] Runtime 120 itself may also be downloaded
from a marketplace server 150 (or another server) via a
web browser, such as web browser 112, and may be
installed on client computing device 102A. In some im-
plementations, runtime 120 may already be installed on
client computing device 102A when natively operating
application 124 is installed. In other implementations,
runtime 120 may be bundled with a single download with
natively operating application 124, and/or downloaded
or installed prior to installation of natively operating ap-
plication 124.
[0019] Natively operating application 124 may, via
runtime 120, access a network 190, and may also access
one or more native resources 122 of a client computer.
Native resources 122 may include any kind of resource
included in or locally connected to computing device
102A. For example, native resources 122 may include
native windows (e.g., any windows outside a web brows-
er tab), a graphics processing unit (GPU), a web camera,
a graphics card, a microphone, a printer, a file system
including documents, images, other media, or other re-
sources, such as device 102D connected to computing
device 102A. Natively operating application 124 may be
coded with web technologies, similar to web applications
(which are described in more detail below), but in contrast
to web applications, natively operating application 124
may access native resources 122 of client computing de-
vice 122.
[0020] Natively operating application 124 may operate
offline by default. Natively operating application 124 may
also load locally. In some implementations, once a user
installs natively operating application 124, the user has
full control over the natively operating application 124’s
lifecycle. The lifecycle of the natively operating applica-
tion 124 is independent of a web browser window or a
network connection. The lifecycle of a natively operating
application is described in more detail below with respect
to FIG. 4B. Natively operating application 124 may open
and close quickly, and the system 100 can shut natively
operating application 124 down at any time to improve
performance (for example, using runtime 120). Users can
fully uninstall natively operating application 124. In some
implementations, user data related to natively operating
application 124 may be stored locally while the natively
operating application 124 is offline, for example in mem-
ory 106, and then synced (with user permission) up to a
data server (e.g., server 130 or sync server 170) once a
user of client computing device 102A is online.
[0021] Additionally, natively operating application 124
may access various remote services 140 that may be
accessible via remote servers. Access to such services
140 may be available via various JavaScript APIs that
are hosted by runtime 120.
[0022] APIs may also be available for other capabili-
ties. Such APIs are not available for web applications,
web sites, or native applications. For example, shared
data APIs may provide natively operating application 124
with access to data on computing device 102A, where

such access is provided in a mediated fashion, so that
natively operating application 124 can access contacts,
images, photos, media, video, music, or movies, as ex-
amples. Such access is provided via shared data APIs.
Additionally, device capability APIs may provide natively
operating application 124 with access to hardware de-
vices such as a USB device port, or a BLUETOOTH de-
vice connected to computing device 102A. The natively
operating application 124 may connect to USB devices,
and read from and write to a user’s serial ports, for ex-
ample to send messages to any device connected to local
computing device 102A, such as device 102D. Still fur-
ther, services APIs may provide payments, identity, or
other services to natively operating application 124.
[0023] As shown in FIG. 1, the system 100 can include
a server 130 that includes one or more processors 132,
one or more memories 134, an operating system 136,
and services 140. Services 140 may be available via
server 130, and accessed via an API hosted by runtime
120, for example. As discussed above, services may in-
clude, as examples, payments or identity services. For
example, a user may utilize identity services to give per-
mission to a natively operating application 124 to access
a user’s identity without requiring the user to re-enter
identity information each time the user runs the natively
operating application 124. Similarly, a user may utilize
payment services to give permission to a natively oper-
ating application 124 to access a user’s payment infor-
mation without requiring the user to re-enter such pay-
ment information each time the user runs the natively
operating application 124.
[0024] APIs exposed to a natively operating applica-
tion 124 by runtime 120 may also include shared data
capabilities, which may allow for users to utilize natively
operating application 124 to upload data to (or download
data from) a server such as server 130. An example of
a shared data capability may include a data uploading or
storage service, such as allowing a user to upload photos
from client computing device 102A, via a natively oper-
ating application 124. The photos may be uploaded to
provide backup storage on a remote server, such as serv-
er 130. For example, in one implementation, natively op-
erating application 124 may automatically access photos
stored in a portion of memory 106, using capabilities ex-
posed through a JavaScript API, and without requiring
additional input from a user (yet, with a user’s prior per-
mission). Natively operating application 124, using the
API may automatically access only the photos and not
other types of files (e.g., based on a file type, file name,
file size, or other criteria), and may also automatically
upload the photos (with a user’s permission) to an ac-
count associated with the user. The photos may be up-
loaded, for example, to server 130, using network 190.
[0025] Other capabilities may also be exposed through
shared data APIs, for example to provide access to a
media gallery, music, movies, or documents. A music
related natively operating application, for example, may
access only a portion of a file system containing music,
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so that the application can do something with the music
such as sync the music with a user account. Using a
shared data API, a natively operating application 124 can
request access to all music on device 102A. The API may
determine what music is stored on device 102A, and the
application may get the music and sync it to a remote
server (e.g., server 130). Natively operating application
124 does not require a separate plug-in to get and sync
the music, yet natively operating application 124 may
read or write files to a local system in a safe manner due
to process isolation controlled by runtime 120, as dis-
cussed in more detail below with respect to FIG. 2.
[0026] Still further APIs may include device capability
APIs, which may allow natively operating application 124
to have access to devices which web applications may
not generally access. For example, natively operating
application 124 may have USB access, raw network ac-
cess, or BLUETOOTH device access, as examples.
[0027] In various implementations, the web browser
112 may include or be associated with one or more web
applications 128. In this context, a "web application" may
be configured to perform a single task or multiple tasks
for a user. In such an implementation, the web application
may be configured to be executed or interpreted by the
web browser. This is compared with the native applica-
tions (e.g., native application 126) that include machine
executable code and are configured to be executed di-
rectly by a processor or via the operating system of the
client device, whereas, a web application may be inca-
pable of execution or display without the aid of the web
browser. This is also compared with natively operating
application 124, which does not require a web browser.
Thus, web applications are run inside a browser with a
dedicated user interface, and typically provide function-
ality and an experience that is more rich and interactive
than a standalone website but are less cumbersome and
monolithic than a native application 126. Examples of
web applications include games, photo editors, and video
players that are run inside the web browser 112.
[0028] Web applications can include at least a portion
of a web site that itself includes web pages, plus some
metadata that may be especially pertinent to the web
application or to the user of the web application to allow
the web application to perform some particular function-
ality for the user.
[0029] In various implementations, the web browser
may include or be configured to interact with one or more
browser extensions. In this context, a "browser exten-
sion" may include one or more web pages packaged or
grouped together as a definable whole, and configured
to extend the functionality to the web browser. Thus, ex-
tensions also provide extra functionality to a browser, but
generally, unlike applications, there is little or no user
interface component to the functionality provided by an
extension. Instead, web extensions extend the function-
ality of the browser and the websites being viewed in it.
For example, web extensions can extend the functionality
of the browser by adding a new button to the address

bar, such as an ever-present currency converter. Buttons
like this can also apply to the current website being
viewed-for example, clicking the currency converter but-
ton can convert all prices on the website presented to a
user into a currency chosen by the user. In another ex-
ample, an extension can be installed so that when a user
hovers a cursor over a thumbnail image on a webpage
executed by a browser a larger-size version of the image
is displayed until the user moves the cursor away from
the image. In another example, and extension may be
installed to embed a "mail this" button next to every link
in every page. Compared to web applications, extensions
cut across websites and web applications. Extensions
are usually in effect across all websites (though some
are site-specific). Web applications do not combine with
other applications in this way. Rather, web applications
run standalone, like any regular website. Web browser
extensions and applications can be downloaded for in-
stallation in and execution by a browser running on a
client computing device.
[0030] In one implementation, the client computing de-
vice 102A may be running or causing the operating sys-
tem 108 to execute application 110 or web browser 112.
In various implementations, this web browser 112may
include a plurality of panes or tabs 114A, 114B, 114C.
The web browser 112 can be a visual area, usually rec-
tangular, containing some kind of user interface. In a
graphical user interface (GUI) used in the client device
102A, the web browser 112 can be a two-dimensional
object arranged on a plane of the GUI known as the desk-
top. The web browser 112 can include other graphical
objects that may be called the "chrome" of the web brows-
er, e.g., a menu-bar, toolbars, controls, icons. The web
browser may also include a working area in which a doc-
ument, image, folder contents, or other main object (e.g.,
web application 128) can be displayed. The working area
may be capable of holding only one main object (i.e., in
a single document interface) or more than one main ob-
ject in a multiple document interface. In some applica-
tions, specifically web browsers, multiple documents can
be displayed in individual tabs 114A, 114B, 114C. These
tabs 114A, 114B, 114C are typically displayed one at a
time, and are selectable via a tab-bar which often resides
above the contents of an individual window. That is, one
selected tab 114A is "forward-facing" and displays infor-
mation or content to a user in the web browser 112, with
the content of other tabs 114B, 114C is "hidden." The
tabs 114A, 114B, and 114C may execute in separate
processes, each with its own individual memory.
[0031] The client computing devices 102A, 102B,
102C may receive online content from one or more server
computing devices 130, 150, 170, that may be connected
to the client device 102 through a network 190. In some
implementations, the received online content can be
processed and displayed in the web browser 112 (e.g.,
in a on a tab 114 of the web browser 112). For example,
the web browser 112 can display a user interface of a
marketplace for digital goods, similar to the user interface
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of the marketplace described herein, to a user.
[0032] The client computing device 102A can commu-
nicate with a digital goods marketplace server 150 that
provides a marketplace for digital goods to client com-
puting devices 102A, 102B, 102C. The marketplace serv-
er 150 can include one or more processors 152 and one
or more memories 154. The marketplace server 150 can
execute an operating system and various applications
and services to provide functionality to the client comput-
ing devices. For example, in one implementation, the
marketplace server 150 can include a repository for da-
tabase of digital goods 158, and the digital goods can be
served from, or downloaded from, the repository to the
client computing devices. In another implementation, the
digital goods can be stored in, and serve to client com-
puting devices from, a repository that is remotely located
from the marketplace server. For example, digital goods
could be stored and served to client computing devices
from individual repositories that are operated and con-
trolled by developers of the digital goods, and digital
goods repository 158 of the marketplace server 150 can
provide just a reference to the individual repositories that
are operated by the developers.
[0033] Information that is provided by an application
110 running on a client device to the marketplace server
150 (e.g., regarding the type or capabilities of computing
device 102A, etc.) can be provided on an opt-in basis. In
other words, such information may be provided from the
client computing device 102A to the server 150 only if
the user of the client device specifically authorizes the
transmission of such information from the client to the
server. In addition, information may be anonymized be-
fore it is sent to marketplace server 150.
[0034] As shown in FIG. 1, the system 100 can also
include a sync server 170 that includes one or more proc-
essors to 172, one or more memories 174, an operating
system 176, and an identifier database 178. The identifier
database 178 can store unique identifiers to enable sync-
ing between various user sessions on different client
computing devices (e.g, devices 102A, 102B, 102C).
[0035] For example, in some implementations, a user
account allows a user to authenticate to system services
(e.g., web applications) and receive authorization to ac-
cess them. To log in to a user account, a user may au-
thenticate herself with a password or other credentials
for the purposes of accounting, security, and resource
management, for example. Once the user has logged on
(e.g., to a web browser, to a computing device, etc.) an
operating system may use an identifier such as an integer
to refer to the user, rather than a username. For example,
the username may be correlated with a user identifier. A
system (e.g., server 170) may reconcile and validate the
proper ownership of user accounts, and can permanently
link ownership of those user accounts to particular indi-
viduals by assigning a unique identifier to validated ac-
count login identifiers (e.g., user names and passwords,
secure identifiers, etc.). The system may validate that
individuals only have account login identifiers for the ap-

propriate systems and applications, for example accord-
ing to an organization’s business policies, access control
policies, and various application requirements.
[0036] In some implementations, for example, when a
user signs into a web browser 112 or a certain device
102A, all of the user’s bookmarks, extensions, web ap-
plications, natively operating applications, theme, and
other browser preferences may be saved (e.g., in mem-
ory 174) and synced to a user’s account (e.g., using iden-
tifier database 178). The user can then load these set-
tings anytime the user signs into the web browser 112
on other computers and devices (e.g., devices 102B or
102C). Changes to browser settings, for example, may
be synced instantaneously to the account, and may be
automatically reflected on other computers where the us-
er has signed in (and enabled syncing).
[0037] When a web application or natively operating
application 124 has been installed, computing device
102A may locally store some data related to the applica-
tion. A server (e.g., sync server 170) may ensure that
local data from computing device 102A is synced across
all of a user’s devices or all devices that are used to log
the user into a user account. Additionally, passwords tra-
ditionally are stored locally, but can be synced across
devices using the server. Further, the server may sync
across different devices all installed natively operating
applications, web applications, browser extensions,
browser bookmarks, settings, profiles, browser history,
themes, plugins, local permissions, mode indicators, and
data associated with the web applications and browser
extensions for a user. For example, if a user of computing
device 102A accesses a user account (for example, via
a web browser) from computing device 102C, server 150
may copy settings and data associated with web appli-
cations and browser extensions (for example, that the
user has selected to sync) from the user account to com-
puting device 102C. Further, the server may be capable
of device-sensitive sync. For example, certain versions
of web applications with powerful graphics may be suit-
able for a desktop computer with a hardware accelerator
and large display monitor, but not as suitable for a web-
enabled phone, tablet, or laptop. The server may deter-
mine that a version of the web application is not as suit-
able for a user’s web-enabled phone, tablet, or laptop,
and may notify the user (e.g., during a sync or login proc-
ess), or exclude a version or a web application from sync-
ing on the user’s web-enabled phone, tablet, or laptop.
[0038] Changes to settings on one computing device
may be automatically copied (e.g., via server 170) from
other computers (for example, if the user has enabled
that sync feature). Synced data may be encrypted when
it travels between computing devices 102A, 102B, 102C,
and server 150 to keep information secure. Further, pass-
words may be encrypted on computing devices 102A,
102B, 102C, and server 150 using a cryptographic key.
[0039] In some implementations, natively operating
applications, such as natively operating application 124
shown in FIG. 1, may have raw network access (e.g., via
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an API) to push data back and forth to a server, such as
server 130. Additionally, natively operating application
124 may, in some implementations, be synced across all
of a user’s sessions, for example using sync server 170.
For example, as mentioned above, a natively operating
application 124 may access an identity service using the
runtime 120 (e.g., using an API), so that if a user is signed
into a system, the natively operating application 124 may
access an identity of a logged-in user, for example via a
unique identifier (if the application has the user’s permis-
sion).
[0040] FIG. 2. is an example block diagram of a runtime
multi-process configuration. As discussed above, each
natively operating application using runtime 120 may use
a separate process to protect the overall system from
bugs glitches in any of the natively operating applications.
Access may be restricted from natively operating appli-
cation process to other natively operating application
processes and to the rest of the system. In this manner,
one process running for one application is isolated and
separate from other processes running for other applica-
tions. A web browser (such as web browser 112) may be
executed using runtime 120, and may be executed it its
own process.
[0041] As shown in FIG. 2, runtime 120 may execute
separate processes 202, 204, and 206, which each dis-
play user interfaces for separate natively operating ap-
plications 212, 214, and 216, respectively. As discussed
above, natively operating applications 212, 214, and 216
are coded with web technologies (e.g., HTML, JAVAS-
CRIPT, etc.) but do not require a web browser to operate.
Natively operating applications 212, 214, and 216 may
execute separate processes that each may have sepa-
rate read/write access to at least a portion of memory
106, such as portions of memory 222, 224, or 226, re-
spectively, as examples. In some implementations, na-
tively operating applications 212, 214, and 216 may ex-
ecute separate processes, each having its own memory
(e.g., memory 222, 224, 226) and its own copy of global
data structures. One natively operating application (e.g.,
212) may be busy while all the other natively operating
applications are in use. If there is an error (e.g., in a ren-
derer process) of one of natively operating applications
212, 214, and 216, it may not affect the other applications
or crash the entire runtime 120. Further, each of natively
operating applications 212, 214, and 216 may be sand-
boxed using runtime 120, so that when uninstalled, no
remnants of the applications remain on the computing
device. For example, no executing code or private data
is left on the computing device. This may be done be-
cause runtime 120 may control any uninstallation of na-
tively operating applications 212, 214, and 216, and be-
cause runtime 120 isolates natively operating applica-
tions 212, 214, and 216 so that each natively operating
application 212, 214, 216 has its own isolated data stor-
age (e.g., 222, 224, 226) so that each natively operating
application cannot affect other data storage. Further,
each natively operating application 212, 214, 216 cannot

access personal data (such as cookies) for websites that
a user accesses in a web browser. This type of isolation,
which may also be known as sandboxing, leverages se-
curity provided by an operating system to allow code ex-
ecution that cannot make persistent changes to the com-
puter or access information that is confidential. Such iso-
lation and controlled uninstallation is different from native
applications, which merely uninstall themselves (and in
some cases, may not do so thoroughly) and which may
generally also access any portion of memory, or private
data. In contrast, runtime 120 may control the uninstal-
lation of natively operating application 124.
[0042] As one illustrative example, natively operating
application 212 may be a photo editor that saves the ed-
ited photos to an isolated portion of memory, i.e., memory
portion 222. To access the photos to edit, however, na-
tively operating application 212 may need to access pre-
viously stored photos that are in another portion of mem-
ory 106. In such a case, an API may provide natively
operating application 212 access to all local photographs
on memory 106 (e.g., only JPEG or BITMAP files). The
API may control how such access is managed because
the API is operating through runtime 120. In such an ex-
ample, natively operating application 212 could not utilize
the API to access other types of files or have unauthor-
ized access to other portions of memory 106.
[0043] FIG. 3 is a diagram of an example of a user
interface that may be used for native applications, na-
tively operating applications, and web applications. User
interface 302 may be a display of a computing device
(e.g., desktop, smartphone, etc.), such as device 102A
from FIG. 1. User interface 302 may include various
graphical user interface elements. Some optional graph-
ical user interface elements are not depicted in FIG. 3,
such as a desktop toolbar, desktop icons, theme, smart-
phone application icons, etc.
[0044] User interface 302 may include a browser user
interface 304, a natively operating app user interface 320,
and a native app user interface 340. Browser user inter-
face 304 may include various browser "chrome" 306 el-
ements, including the borders of browser web browser
112, window frames, menus, toolbars, and scroll bars,
for example. Browser user interface 304 may be dis-
played by a web browser that executes a web application,
which displays web application user interface 310. The
web application may not have automatic access to any
local resources of computing device 102A, such as a
printer, camera, file system, USB drive, etc., because of
the security model of the web. This lack of automatic
access may make a web application more secure from
a user’s perspective. In contrast, a native application may
have read/write access to a memory of computing device
102A, may access local resources, or may even run mal-
ware. Natively operating applications, in contrast, may
have the security of web applications but may also some
additional automatic access to local resources, for ex-
ample via APIs, which give additional power to the ap-
plication (such as access to local devices, GPUs) while
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maintaining security features (such as sandboxing and
process isolation).
[0045] Natively operating application user interface
320, in contrast to web application user interface 310,
does not include any browser chrome. Both web appli-
cation user interface 310 and natively operating applica-
tion user interface 320 may be implemented by a pack-
aged group (i.e., one or more) of web technology files
330A and 330B, respectively. The web technology files
330A and 330B may contain all the logic that runtime 120
needs to execute the applications. The web technology
files 330A and 330B may include, as examples, JAVA-
SCRIPT, HTML, CSS, or other web technology files. The
web technology files 330A and 330B do not require sep-
arate compilation to execute the web application or na-
tively operating application. Further, a developer may use
the same basic web technology files 330A and 330B, for
example with different packaged formats, to implement
both a web application and a natively operating applica-
tion. As an example, a developer may provide a link or
pointer to the files on a developer server for a web ap-
plication, and may provide a packaged file (e.g., in a CRX
format) available for download for the same application
to operate as a natively operating application. In contrast,
a native application user interface 340 is implemented
by executable code 350, and not by web technology files.
Further, native applications cannot be run as web appli-
cations in a web browser.
[0046] FIG. 4A is a flowchart of a process for cross
system installation of web applications. The flowchart
shown in FIG. 4A may be performed at least in part by a
server (e.g., marketplace server 150 shown in FIG. 1).
The server may receive a request to install a natively
operating application (410). The server may test for the
presence of a runtime (420) before an installation of a
particular natively operating application, for example by
an API call to determine if the device has the runtime
installed, or by detecting a type of web browser accessing
the digital marketplace server 150. If the runtime is al-
ready installed (420, yes), it does not need to be down-
loaded again onto the machine, and in some implemen-
tations, a server may send an instruction to a browser to
simply launch the runtime 120 (not shown). If the runtime
is not already installed (420, no), the server may provide
the runtime for installation (430), for example, with per-
mission from a user who has made the request to install
the natively operating application. In one implementation,
the installation may be performed by providing a user
with a meta-installer that includes the runtime 120 and
knows how to install itself once the user opens the meta-
installer. The server may also provide the user with one
or more references (such as a unique ID, name, lan-
guage, brand, or other data) to the desired natively op-
erating application, which the runtime 120 can then
download and install. In some implementations, the me-
ta-installer may also periodically update the runtime 120
once it is installed on the device, or upgrade the device’s
runtime if there is a more recent version. The server may

also provide the natively operating web application for
installation on the client computing device (440).
[0047] The process shown in FIG. 4A is an example
of one implementation, and may have steps deleted, re-
ordered, or modified. For example, 430 and 440 may be
combined, and the entire process may be a one-click
download from a user’s perspective, requiring no further
input from the user. As another example, the process
400 may also include determining that a computing de-
vice includes a specified feature (e.g., a GPU or a web
camera), and filtering natively operating applications
based on the specified feature. In another example, the
server may determine a type of browser accessing the
digital marketplace, and may determine that if the web
browser is of a particular type, the runtime is already in-
stalled for that computing device.
[0048] FIG. 4B is a flowchart of a lifecycle of a natively
operating application. When the natively operating appli-
cation is opened (e.g., by a user clicking on a desktop
icon associated with the application), the natively oper-
ating application runtime loads an event page (450) from
a user’s desktop. An event page may be a web page that
contains all top-level logic of the application with none of
its own user interface. The event page may be respon-
sible for creating the user interface windows for all the
other application pages.
[0049] When the event page is loaded, an onLaunch()
event is fired. This event may tell the event page what
windows to launch and their dimensions.
[0050] If the event page opens windows (452, yes),
then one or more windows are open for a user to view
and access (454). For example, a main user interface of
a photo editing application may be displayed. The event
page, or the runtime, may close the windows (456), for
example when the user clicks on an icon to exit the ap-
plication. The runtime unloads the event page (458) and
closes the application.
[0051] When the event page has no executing JavaS-
cript, no pending callbacks, and no open windows (452,
no), the runtime unloads the event page (458) and closes
the application. In some implementations, before unload-
ing the event page, an onSuspend() event is fired. This
gives the event page opportunity to do simple clean-up
tasks before the application is closed. Once this event is
fired, the runtime starts the process of closing the appli-
cation. All events stop firing and JavaScript execution is
halted. Any asynchronous operations started while han-
dling this event are not guaranteed to complete.
[0052] FIG. 5 shows an example of a generic computer
device 500 and a generic mobile computer device 550,
which may be used with the techniques described here.
Computing device 500 is intended to represent various
forms of digital computers, such as laptops, desktops,
workstations, personal digital assistants, servers, blade
servers, mainframes, and other appropriate computers.
Computing device 550 is intended to represent various
forms of mobile devices, such as personal digital assist-
ants, cellular telephones, smart phones, and other similar
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computing devices. The components shown here, their
connections and relationships, and their functions, are
meant to be exemplary only, and are not meant to limit
implementations of the inventions described and/or
claimed in this document.
[0053] Computing device 500 includes a processor
502, memory 504, a storage device 506, a high-speed
interface 508 connecting to memory 504 and high-speed
expansion ports 510, and a low speed interface 512 con-
necting to low speed bus 514 and storage device 506.
Each of the components 502, 504, 506, 508, 510, and
512, are interconnected using various busses, and may
be mounted on a common motherboard or in other man-
ners as appropriate. The processor 502 can process in-
structions for execution within the computing device 500,
including instructions stored in the memory 504 or on the
storage device 506 to display graphical information for a
GUI on an external input/output device, such as display
516 coupled to high speed interface 508. In other imple-
mentations, multiple processors and/or multiple buses
may be used, as appropriate, along with multiple mem-
ories and types of memory. Also, multiple computing de-
vices 500 may be connected, with each device providing
portions of the necessary operations (e.g., as a server
bank, a group of blade servers, or a multi-processor sys-
tem).
[0054] The memory 504 stores information within the
computing device 500. In one implementation, the mem-
ory 504 is a volatile memory unit or units. In another im-
plementation, the memory 504 is a non-volatile memory
unit or units. The memory 504 may also be another form
of computer-readable medium, such as a magnetic or
optical disk.
[0055] The storage device 506 is capable of providing
mass storage for the computing device 500. In one im-
plementation, the storage device 506 may be or contain
a computer-readable medium, such as a floppy disk de-
vice, a hard disk device, an optical disk device, or a tape
device, a flash memory or other similar solid state mem-
ory device, or an array of devices, including devices in a
storage area network or other configurations. A computer
program product can be tangibly embodied in an infor-
mation carrier. The computer program product may also
contain instructions that, when executed, perform one or
more methods, such as those described above. The in-
formation carrier is a computer- or machine-readable me-
dium, such as the memory 504, the storage device 506,
or memory on processor 502.
[0056] The high speed controller 508 manages band-
width-intensive operations for the computing device 500,
while the low speed controller 512 manages lower band-
width-intensive operations. Such allocation of functions
is exemplary only. In one implementation, the high-speed
controller 508 is coupled to memory 504, display 516
(e.g., through a graphics processor or accelerator), and
to high-speed expansion ports 510, which may accept
various expansion cards (not shown). In the implemen-
tation, low-speed controller 512 is coupled to storage de-

vice 506 and low-speed expansion port 514. The low-
speed expansion port, which may include various com-
munication ports (e.g., USB, BLUETOOTH, Ethernet,
wireless Ethernet) may be coupled to one or more in-
put/output devices, such as a keyboard, a pointing de-
vice, a scanner, or a networking device such as a switch
or router, e.g., through a network adapter.
[0057] The computing device 500 may be implement-
ed in a number of different forms, as shown in the figure.
For example, it may be implemented as a standard server
520, or multiple times in a group of such servers. It may
also be implemented as part of a rack server system 524.
In addition, it may be implemented in a personal computer
such as a laptop computer 522. Alternatively, compo-
nents from computing device 500 may be combined with
other components in a mobile device (not shown), such
as device 550. Each of such devices may contain one or
more of computing device 500, 550, and an entire system
may be made up of multiple computing devices 500, 550
communicating with each other.
[0058] Computing device 550 includes a processor
552, memory 564, an input/output device such as a dis-
play 554, a communication interface 566, and a trans-
ceiver 568, among other components. The device 550
may also be provided with a storage device, such as a
microdrive or other device, to provide additional storage.
Each of the components 550, 552, 564, 554, 566, and
568, are interconnected using various buses, and several
of the components may be mounted on a common moth-
erboard or in other manners as appropriate.
[0059] The processor 552 can execute instructions
within the computing device 550, including instructions
stored in the memory 564. The processor may be imple-
mented as a chipset of chips that include separate and
multiple analog and digital processors. The processor
may provide, for example, for coordination of the other
components of the device 550, such as control of user
interfaces, applications run by device 550, and wireless
communication by device 550.
[0060] Processor 552 may communicate with a user
through control interface 558 and display interface 556
coupled to a display 554. The display 554 may be, for
example, a TFT LCD (Thin-Film-Transistor Liquid Crystal
Display) or an OLED (Organic Light Emitting Diode) dis-
play, or other appropriate display technology. The display
interface 556 may comprise appropriate circuitry for driv-
ing the display 554 to present graphical and other infor-
mation to a user. The control interface 558 may receive
commands from a user and convert them for submission
to the processor 552. In addition, an external interface
562 may be provide in communication with processor
552, so as to enable near area communication of device
550 with other devices. External interface 562 may pro-
vide, for example, for wired communication in some im-
plementations, or for wireless communication in other
implementations, and multiple interfaces may also be
used.
[0061] The memory 564 stores information within the
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computing device 550. The memory 564 can be imple-
mented as one or more of a computer-readable medium
or media, a volatile memory unit or units, or a non-volatile
memory unit or units. Expansion memory 574 may also
be provided and connected to device 550 through ex-
pansion interface 572, which may include, for example,
a SIMM (Single In Line Memory Module) card interface.
Such expansion memory 574 may provide extra storage
space for device 550, or may also store applications or
other information for device 550. Specifically, expansion
memory 574 may include instructions to carry out or sup-
plement the processes described above, and may in-
clude secure information also. Thus, for example, expan-
sion memory 574 may be provide as a security module
for device 550, and may be programmed with instructions
that permit secure use of device 550. In addition, secure
applications may be provided via the SIMM cards, along
with additional information, such as placing identifying
information on the SIMM card in a non-hackable manner.
[0062] The memory may include, for example, flash
memory and/or NVRAM memory, as discussed below.
In one implementation, a computer program product is
tangibly embodied in an information carrier. The compu-
ter program product contains instructions that, when ex-
ecuted, perform one or more methods, such as those
described above. The information carrier is a computer-
or machine-readable medium, such as the memory 564,
expansion memory 574, or memory on processor 552
that may be received, for example, over transceiver 568
or external interface 562.
[0063] Device 550 may communicate wirelessly
through communication interface 566, which may include
digital signal processing circuitry where necessary. Com-
munication interface 566 may provide for communica-
tions under various modes or protocols, such as GSM
voice calls, SMS, EMS, or MMS messaging, CDMA, TD-
MA, PDC, WCDMA, CDMA2000, or GPRS, among oth-
ers. Such communication may occur, for example,
through radio-frequency transceiver 568. In addition,
short-range communication may occur, such as using a
Bluetooth, WiFi, or other such transceiver (not shown).
In addition, GPS (Global Positioning System) receiver
module 570 may provide additional navigation- and lo-
cation-related wireless data to device 550, which may be
used as appropriate by applications running on device
550.
[0064] Device 550 may also communicate audibly us-
ing audio codec 560, which may receive spoken infor-
mation from a user and convert it to usable digital infor-
mation. Audio codec 560 may likewise generate audible
sound for a user, such as through a speaker, e.g., in a
handset of device 550. Such sound may include sound
from voice telephone calls, may include recorded sound
(e.g., voice messages, music files, etc.) and may also
include sound generated by applications operating on
device 550.
[0065] The computing device 550 may be implement-
ed in a number of different forms, as shown in the figure.

For example, it may be implemented as a cellular tele-
phone 550. It may also be implemented as part of a smart
phone 552, personal digital assistant, or other similar mo-
bile device.
[0066] Various implementations of the systems and
techniques described here can be realized in digital elec-
tronic circuitry, integrated circuitry, specially designed
ASICs (application specific integrated circuits), computer
hardware, firmware, software, and/or combinations
thereof. These various implementations can include im-
plementation in one or more computer programs that are
executable and/or interpretable on a programmable sys-
tem including at least one programmable processor,
which may be special or general purpose, coupled to
receive data and instructions from, and to transmit data
and instructions to, a storage system, at least one input
device, and at least one output device.
[0067] These computer programs (also known as pro-
grams, software, software applications or code) include
machine instructions for a programmable processor, and
can be implemented in a high-level procedural and/or
object-oriented programming language, and/or in as-
sembly/machine language. As used herein, the terms
"machine-readable medium" or "computer-readable me-
dium" refer to any computer program product, apparatus
and/or device (e.g., magnetic discs, optical disks, mem-
ory, Programmable Logic Devices (PLDs)) used to pro-
vide machine instructions and/or data to a programmable
processor, including a machine-readable medium that
receives machine instructions as a machine-readable
signal. The term "machine-readable signal" refers to any
signal used to provide machine instructions and/or data
to a programmable processor.
[0068] To provide for interaction with a user, the sys-
tems and techniques described here can be implemented
on a computer having a display device (e.g., a CRT (cath-
ode ray tube) or LCD (liquid crystal display) monitor) for
displaying information to the user and a keyboard and a
pointing device (e.g., a mouse or a trackball) by which
the user can provide input to the computer. Other kinds
of devices can be used to provide for interaction with a
user as well; for example, feedback provided to the user
can be any form of sensory feedback (e.g., visual feed-
back, auditory feedback, or tactile feedback); and input
from the user can be received in any form, including
acoustic, speech, or tactile input.
[0069] The systems and techniques described here
can be implemented in a computing system that includes
a back end component (e.g., as a data server), or that
includes a middleware component (e.g., an application
server), or that includes a front end component (e.g., a
client computer having a graphical user interface or a
Web browser through which a user can interact with an
implementation of the systems and techniques described
here), or any combination of such back end, middleware,
or front end components. The components of the system
can be interconnected by any form or medium of digital
data communication (e.g., a communication network).
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Examples of communication networks include a local ar-
ea network ("LAN"), a wide area network ("WAN"), and
the Internet.
[0070] The computing system can include clients and
servers. A client and server are generally remote from
each other and typically interact through a communica-
tion network. The relationship of client and server arises
by virtue of computer programs running on the respective
computers and having a client-server relationship to each
other.
[0071] A number of implementations have been de-
scribed. Nevertheless, it will be understood that various
modifications may be made without departing from the
scope of the invention.
[0072] In addition, the logic flows depicted in the figures
do not require the particular order shown, or sequential
order, to achieve desirable results. In addition, other
steps may be provided, or steps may be eliminated, from
the described flows, and other components may be add-
ed to, or removed from, the described systems. Accord-
ingly, other embodiments are within the scope of the fol-
lowing claims.

Claims

1. A method for providing installation of applications,
comprising:

providing, via a server (130), a natively operating
application (124, 320) for download and instal-
lation on a client computing device (102A, 102B,
102C), wherein the natively operating applica-
tion (320) is implemented only with web-tech-
nology programming languages (330A, 330B)
used to implement a web application (310),
wherein the natively operating application (124,
320) is provided to a single runtime environment
(120) on the client;
determining, based on a type of web browser
(112) accessing the server (130), whether the
client computing device has already installed the
single runtime environment (120); and
providing, via the server (130) after the deter-
mining, the single runtime environment (120) for
download and installation on the client comput-
ing device (102A, 102B, 102C), wherein the sin-
gle runtime environment (120) provides the na-
tively operating application (124, 320) access to
computer system-level services that are not
available to web applications (128, 310) but that
are available to native applications (126, 340)
implemented by executable code (350),
wherein the single runtime environment (120)
accepts the natively operating application as a
packaged file and then executes the natively op-
erating application (124, 320) on the client com-
puting device (102A, 102B, 102C), and

wherein the natively operating application (124,
320), in conjunction with the single runtime en-
vironment (120), executes independently from
a web browser (112), executes as a separate
process from a process of the runtime environ-
ment (120), and displays a standalone user in-
terface on the client computing device (102A,
102B, 102C).

2. The method of claim 1, further comprising:
providing access to web services for the natively op-
erating application (124, 320).

3. The method of any of the preceding claims, further
comprising implementing respective separate proc-
esses for each of a plurality of natively operating ap-
plications that are coded with only web-technology
programming languages, such that each natively op-
erating application of the plurality of applications has
its own access to a separate portion of a memory
(106) of a client computing device (102A, 102B,
102C).

4. The method of any of the preceding claims, wherein
executing the natively operating application includes
starting, by the single runtime environment (120), a
new process for the application, the new process
being separate from a previously created process
corresponding with execution of a second natively
operating application that is coded with only web-
technology programming languages.

5. The method of any of the preceding claims, wherein
the web-technology programming languages in-
clude HTML, CSS, and JavaScript.

6. The method of any of the preceding claims, further
comprising:
uninstalling the natively operating application (124,
320) from the client computing device (102A, 102B,
102C) by completely removing the natively operating
application (124, 320) from a sandboxed area of a
memory (106) of the client computing device (102A,
102B, 102C).

7. The method of any of the preceding claims, wherein
the natively operating application (124) is synced,
using a user account, across sessions associated
with the user account.

8. The method any of the preceding claims, wherein
the natively operating application (124, 320) re-
quests a permission from a user for access to local
data or for access to a network.

9. The method of claim 8, wherein the access to local
data includes access to a portion of a file system on
the client computing device (102A, 102B, 102C).
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10. The method of claim 9, further comprising using the
natively operating application (124, 320) to sync the
portion of the file system to a portion of a network
storage associated with a user account.

11. A computing device (102A, 102B, 102C) comprising:

a memory (106) configured to store instructions
and to store a file system;
a processor operably coupled to the memory
and configured to execute the instructions to op-
erate a runtime in a first execution process ini-
tiated by an operating system of the computing
device; and
the runtime configured to:

accept the natively operating application
and then install a natively operating appli-
cation (124, 320) as a packaged file on the
computing device, the natively operating
application (124, 320) being implemented
only with web-technology programming lan-
guages used to implement a web applica-
tion;
provide the natively operating application
(124, 320) automatic access to services of
the computing device that are not available
to web applications (128, 310) but are avail-
able to native applications (126, 340) imple-
mented by executable code (350);
execute the natively operating application
(124, 320) in a second process that is sep-
arate process from other natively operating
applications, the execution of the natively
operating application (124, 320) being inde-
pendent of a web browser, said second
process being separate from the first proc-
ess, wherein the natively operating applica-
tion displays a standalone user interface on
the computing device (102A, 102B, 102C);
and
implement the natively operating applica-
tion (124, 320) to upload a set of files from
the file system to a portion of a network stor-
age associated with a user account.

12. A non-transitory computer readable medium con-
taining instructions executable by a processor of a
server (130) to:

provide, by the server (130), a natively operating
application (124, 320) implemented only with
web-technology programming languages used
to implement a web application, wherein the na-
tively operating application (124, 320) is provid-
ed to a single runtime environment (120);
provide, by the server (130), the single runtime
environment (120) that provides the natively op-

erating application (124, 320) access to compu-
ter system-level services that are not available
to web applications (128, 310) but that are avail-
able to native applications (126, 340) imple-
mented by executable code (350), and facili-
tates the natively operating application (124,
320) executing independently of a web browser
and in a process that is separate from a process
of the single runtime environment (120);
receive, at the server (130), a request to down-
load and install the natively operating applica-
tion (124, 320) on a client computing device
(102A, 102B, 102C); and
in response to the request, determine based on
a type of web browser (112) accessing the serv-
er (130) if the single runtime environment (120)
is already installed on the client computing de-
vice (102A, 102B, 102C) running the web brows-
er (112); and
if the single runtime environment (120) is not
already installed on the client computing de-
vice(102A, 102B, 102C), provide the single runt-
ime environment (120) for installation on the cli-
ent computing device (102A, 102B, 102C), the
runtime environment (120) being configured to
accept the natively operating application (124,
320) as a packaged file, and then execute the
natively operating application (124, 320) on the
client computing device (102A, 102B, 102C),
wherein the natively operating application (124,
320) displays a standalone user interface on the
client computing device (102A, 102B, 102C).

Patentansprüche

1. Verfahren zum Bereitstellen einer Installation von
Anwendungen, umfassend:

Bereitstellen, über einen Server (130), einer na-
tiv arbeitenden Anwendung (124, 320) zum He-
runterladen und Installieren auf einer Client-Re-
chenvorrichtung (102A, 102B, 102C), wobei die
nativ arbeitende Anwendung (320) nur mit Web-
Technologie-Programmiersprachen (330A,
330B) implementiert ist, die zur Implementie-
rung einer Webanwendung (310) verwendet
werden, wobei die nativ arbeitende Anwendung
(124, 320) einer einzelnen Laufzeitumgebung
(120) auf dem Client bereitgestellt wird;
Bestimmen, basierend auf einem Typ von Web-
browser (112), der auf den Server (130) zugreift,
ob die Client-Rechenvorrichtung die einzelne
Laufzeitumgebung (120) bereits installiert hat;
und
Bereitstellen der einzelnen Laufzeitumgebung
(120) über den Server (130) nach dem Bestim-
men zum Herunterladen und Installieren auf der
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Client-Rechenvorrichtung (102A, 102B, 102C),
wobei die einzelne Laufzeitumgebung (120) der
nativ arbeitenden Anwendung (124, 320) Zugriff
auf Dienste auf Computersystemebene bietet,
die für Webanwendungen (128, 310) nicht ver-
fügbar sind, die aber für native Anwendungen
(126, 340), die durch ausführbaren Code (350)
implementiert sind, verfügbar sind,
wobei die einzelne Laufzeitumgebung (120) die
nativ arbeitende Anwendung als eine gepackte
Datei akzeptiert und dann die nativ arbeitende
Anwendung (124, 320) auf der Client-Rechen-
vorrichtung (102A, 102B, 102C) ausführt, und
wobei die nativ arbeitende Anwendung (124,
320) in Verbindung mit der einzelnen Laufzeit-
umgebung (120) unabhängig von einem Web-
browser (112) ausgeführt wird, als ein von einem
Prozess der Laufzeitumgebung (120) getrenn-
ter Prozess ausgeführt wird und eine eigenstän-
dige Benutzeroberfläche auf der Client-Rechen-
vorrichtung (102A, 102B, 102C) anzeigt.

2. Verfahren nach Anspruch 1, ferner umfassend:
Bereitstellen des Zugangs zu Webdiensten für die
nativ arbeitende Anwendung (124, 320).

3. Verfahren nach einem der vorhergehenden Ansprü-
che ferner umfassend Implementieren jeweiliger se-
parater Prozesse für jede einer Vielzahl von nativ
arbeitenden Anwendungen, die nur mit Web-Tech-
nologie-Programmiersprachen kodiert sind, so dass
jede nativ arbeitende Anwendung der Vielzahl von
Anwendungen ihren eigenen Zugriff auf einen sepa-
raten Teil eines Speichers (106) eines Client-Re-
chengeräts (102A, 102B, 102C) hat.

4. Verfahren nach einem der vorhergehenden Ansprü-
che, bei dem die Ausführung der nativ arbeitenden
Anwendung Starten eines neuen Prozesses für die
Anwendung durch die einzelne Laufzeitumgebung
(120) umfasst, wobei der neue Prozess von einem
zuvor erstellten Prozess getrennt ist, der der Aus-
führung einer zweiten nativ arbeitenden Anwendung
entspricht, die nur mit Web-Technologie-Program-
miersprachen kodiert ist.

5. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei die Web-Technologie-Programmierspra-
chen HTML, CSS und JavaScript umfassen.

6. Verfahren nach einem der vorhergehenden Ansprü-
che, ferner umfassend:
Deinstallation der nativ arbeitenden Anwendung
(124, 320) von der Client-Rechenvorrichtung (102A,
102B, 102C) durch vollständiges Entfernen der nativ
arbeitenden Anwendung (124, 320) aus einem
Sandbox-Bereich eines Speichers (106) der Client-
Rechenvorrichtung (102A, 102B, 102C).

7. Verfahren nach einem der vorhergehenden Ansprü-
che, bei der die nativ arbeitende Anwendung (124)
unter Verwendung eines Benutzerkontos über die
mit dem Benutzerkonto verbundenen Sitzungen
synchronisiert wird.

8. Verfahren nach einem der vorhergehenden Ansprü-
che, bei der die nativ arbeitende Anwendung (124,
320) eine Erlaubnis von einem Benutzer für den Zu-
griff auf lokale Daten oder für den Zugriff auf ein Netz-
werk anfordert.

9. Verfahren nach Anspruch 8, wobei der Zugriff auf
lokale Daten den Zugriff auf einen Teil eines Datei-
systems auf der Client-Rechenvorrichtung (102A,
102B, 102C) einschließt.

10. Verfahren nach Anspruch 9, ferner umfassend Ver-
wenden der nativ arbeitenden Anwendung (124,
320) zum Synchronisieren des Teils des Dateisys-
tems mit einem Teil eines Netzwerkspeichers, der
einem Benutzerkonto zugeordnet ist.

11. Rechenvorrichtung (102A, 102B, 102C), umfas-
send:

einen Speicher (106), der zur Speicherung von
Anweisungen und zur Speicherung eines Datei-
systems konfiguriert ist;
einen Prozessor, der funktionsfähig mit dem
Speicher gekoppelt und dazu konfiguriert ist,
dass er die Befehle zur Ausführung einer Lauf-
zeitumgebung in einem ersten Ausführungspro-
zess ausführt, der von einem Betriebssystem
des Rechengeräts initiiert wird; und
die Laufzeitumgebung dazu konfiguriert ist,
dass sie:

die nativ arbeitende Anwendung akzeptiert
und dann eine nativ arbeitende Anwendung
(124, 320) als Paketdatei auf der Rechen-
vorrichtung installiert, wobei die nativ arbei-
tende Anwendung (124, 320) nur mit Web-
Technologie-Programmiersprachen imple-
mentiert wird, die zur Implementierung ei-
ner Webanwendung verwendet werden,
der nativ arbeitenden Anwendung (124,
320) automatischen Zugriff auf Dienste der
Rechenvorrichtung gewährt, die Weban-
wendungen (128, 310) nicht zur Verfügung
stehen, aber nativen Anwendungen (126,
340), die durch ausführbaren Code (350)
implementiert sind, zur Verfügung stehen;
die nativ arbeitende Anwendung (124, 320)
in einem zweiten Prozess ausführt, der ein
von anderen nativ arbeitenden Anwendun-
gen getrennter Prozess ist, wobei die Aus-
führung der nativ arbeitenden Anwendung
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(124, 320) unabhängig von einem Web-
browser ist, wobei der zweite Prozess von
dem ersten Prozess getrennt ist, wobei die
nativ arbeitende Anwendung eine eigen-
ständige Benutzeroberfläche auf der Re-
chenvorrichtung (102A, 102B, 102C) an-
zeigt; und
die nativ arbeitende Anwendung (124, 320)
implementiert, um einen Satz von Dateien
aus dem Dateisystem in einen Teil eines
Netzwerkspeichers hochzuladen, der ei-
nem Benutzerkonto zugeordnet ist.

12. Nichtflüchtiges computerlesbares Medium, das An-
weisungen enthält, die von einem Prozessor eines
Servers (130) ausführbar sind, um:

durch den Server (130) eine nativ arbeitende
Anwendung (124, 320) bereitzustellen, die nur
mit Web-Technologie-Programmiersprachen
implementiert ist, die zur Implementierung einer
Webanwendung verwendet werden, wobei die
nativ arbeitende Anwendung (124, 320) einer
einzigen Laufzeitumgebung (120) zur Verfü-
gung gestellt wird;
durch den Server (130) die einzige Laufzeitum-
gebung (120) bereitzustellen, die der nativ ar-
beitenden Anwendung (124, 320) Zugriff auf
Dienste auf Computersystemebene bietet, die
Webanwendungen (128, 310) nicht zur Verfü-
gung stehen, die aber nativen Anwendungen
(126, 340) zur Verfügung stehen, die durch aus-
führbaren Code (350) implementiert sind, und
die die Ausführung der nativ arbeitenden An-
wendung (124, 320) unabhängig von einem
Webbrowser und in einem Prozess erleichtert,
der von einem Prozess der einzigen Laufzeit-
umgebung (120) getrennt ist;
an dem Server (130) eine Anforderung zum He-
runterladen und Installieren der nativ arbeiten-
den Anwendung (124, 320) auf einer Client- Re-
chenvorrichtung (102A, 102B, 102C) zu emp-
fangen; und
als Antwort auf die Anforderung auf der Grund-
lage eines Typs eines Webbrowsers (112), der
auf den Server (130) zugreift, zu bestimmen, ob
die einzelne Laufzeitumgebung (120) bereits
auf der Client-Rechenvorrichtung (102A, 102B,
102C), auf der der Webbrowser (112) läuft, in-
stalliert ist; und
wenn die einzelne Laufzeitumgebung (120)
nicht bereits auf der Client-Rechenvorrichtung
(102A, 102B, 102C) installiert ist, die einzelne
Laufzeitumgebung (120) zur Installation auf der
Client- Rechenvorrichtung (102A, 102B, 102C)
bereitzustellen, wobei die Laufzeitumgebung
(120) dazu konfiguriert ist, dass sie die nativ ar-
beitende Anwendung (124, 320) als eine ge-

packte Datei akzeptiert, und dann die nativ ar-
beitende Anwendung (124, 320) auf der Client-
Rechenvorrichtung (102A, 102B, 102C) auszu-
führen, wobei die nativ arbeitende Anwendung
(124, 320) eine eigenständige Benutzeroberflä-
che auf der Client-Rechenvorrichtung (102A,
102B, 102C) anzeigt.

Revendications

1. Un procédé pour fournir l’installation d’applications,
comprenant :

le fait de fournir, via un serveur (130), une ap-
plication (124, 320) fonctionnant en mode natif,
à télécharger et à installer sur un dispositif in-
formatique client (102A, 102B, 102C), l’applica-
tion (320) fonctionnant en mode natif étant im-
plémentée seulement avec des langages de
programmation (330A, 330B) de technologie
Web utilisés pour implémenter une application
Web (310), l’application (124, 320) fonctionnant
en mode natif étant fournie à un environnement
d’exécution unique (120) sur le client ;
le fait de déterminer, sur la base d’un type de
navigateur Web (112) accédant au serveur
(130), si le dispositif informatique client a déjà
installé l’environnement d’exécution unique
(120) ; et
le fait de fournir, via le serveur (130) après cette
détermination, l’environnement d’exécution uni-
que (120) pour téléchargement et installation
sur le dispositif informatique client (102A, 102B,
102C), l’environnement d’exécution unique
(120) fournissant à l’application (124, 320) fonc-
tionnant en mode natif un accès à des services
de niveau système informatique qui ne sont pas
disponibles pour les applications Web (128,
310) mais qui sont disponibles pour des appli-
cations natives (126, 340) implémentées par un
code exécutable (350),
l’environnement d’exécution unique (120) ac-
cepte l’application fonctionnant en mode natif
en tant que fichier empaqueté, puis exécute l’ap-
plication (124, 320) fonctionnant en mode natif
sur le dispositif informatique client (102A, 102B,
102C), et
l’application (124, 320) fonctionnant en mode
natif, conjointement avec l’environnement
d’exécution unique (120), s’exécutant indépen-
damment d’un navigateur Web (112), s’exécu-
tant en tant que processus distinct d’un proces-
sus de l’environnement d’exécution (120) et af-
fichant une interface utilisateur autonome sur le
dispositif informatique client (102A, 102B,
102C).
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2. Le procédé selon la revendication 1, comprenant en
outre :
le fait de fournir un accès à des services Web pour
l’application (124, 320) fonctionnant en mode natif.

3. Le procédé selon l’une quelconque des revendica-
tions précédentes, comprenant en outre le fait de
mettre en œuvre des processus séparés respectifs
pour chaque application faisant partie d’une pluralité
d’applications fonctionnant en mode natif qui sont
codées avec uniquement des langages de program-
mation de technologie Web, de sorte que chaque
application fonctionnant en mode natif de la pluralité
d’applications a son propre accès à une partie dis-
tincte d’une mémoire (106) d’un dispositif informati-
que client (102A, 102B, 102C).

4. Le procédé selon l’une quelconque des revendica-
tions précédentes, dans lequel l’exécution de l’ap-
plication fonctionnant en mode natif comprend le fait
de démarrer, par l’environnement d’exécution uni-
que (120), un nouveau processus pour l’application,
le nouveau processus étant distinct d’un processus
précédemment créé correspondant avec exécution
d’une deuxième application fonctionnant en mode
natif qui est codée uniquement avec des langages
de programmation de technologie Web.

5. Le procédé selon l’une quelconque des revendica-
tions précédentes, dans lequel les langages de pro-
grammation de technologie Web incluent HTML,
CSS et JavaScript.

6. Le procédé selon l’une quelconque des revendica-
tions précédentes, comprenant en outre :
le fait de désinstaller l’application (124, 320) fonc-
tionnant en mode natif du dispositif informatique
client (102A, 102B, 102C) en supprimant complète-
ment l’application (124, 320) fonctionnant en mode
natif d’une zone en bac à sable d’une mémoire (106)
du client dispositif informatique (102A, 102B, 102C).

7. Le procédé selon l’une quelconque des revendica-
tions précédentes, dans lequel l’application fonction-
nant en mode natif (124) est synchronisée, en utili-
sant un compte d’utilisateur, à travers des sessions
associées au compte d’utilisateur.

8. Le procédé selon l’une quelconque des revendica-
tions précédentes, dans lequel l’application (124,
320) fonctionnant en mode natif demande une auto-
risation à un utilisateur pour accéder à des données
locales ou pour accéder à un réseau.

9. Le procédé selon la revendication 8, dans lequel l’ac-
cès à des données locales comprend le fait d’accé-
der à une partie d’un système de fichiers sur le dis-
positif informatique client (102A, 102B, 102C).

10. Le procédé selon la revendication 9, comprenant en
outre le fait d’utiliser l’application (124, 320) fonction-
nant en mode natif pour synchroniser la partie du
système de fichiers avec une partie d’un stockage
réseau associé à un compte d’utilisateur.

11. Un dispositif informatique (102A, 102B, 102C)
comprenant :

une mémoire (106) configurée pour stocker des
instructions et pour stocker un système de
fichiers ;
un processeur relié fonctionnellement à la mé-
moire et configuré pour exécuter les instructions
pour faire fonctionner un runtime dans un pre-
mier processus d’exécution lancé par un systè-
me d’exploitation du dispositif informatique ; et
le runtime étant configuré pour :

accepter l’application fonctionnant en mode
natif, puis installer une application (124,
320) fonctionnant en mode natif en tant que
fichier empaqueté sur le dispositif informa-
tique, l’application (124, 320) fonctionnant
en mode natif étant implémentée unique-
ment avec des langages de programmation
de technologie Web utilisés pour implémen-
ter une application Web ;
fournir à l’application (124, 320) fonction-
nant en mode natif un accès automatique à
des services du dispositif informatique qui
ne sont pas disponibles pour des applica-
tions Web (128, 310) mais qui sont dispo-
nibles pour des applications natives (126,
340) implémentées par un code exécutable
(350) ;
exécuter l’application (124, 320) fonction-
nant en mode natif dans un deuxième pro-
cessus qui est un processus distinct
d’autres applications d’exploitation native,
l’exécution de l’application (124, 320) fonc-
tionnant en mode natif étant indépendante
d’un navigateur Web, ledit deuxième pro-
cessus étant séparé du premier processus,
l’application fonctionnant en mode natif af-
fichant une interface utilisateur autonome
sur le dispositif informatique (102A, 102B,
102C) ; et
implémenter l’application (124, 320) fonc-
tionnant en mode natif pour télécharger un
ensemble de fichiers depuis le système de
fichiers vers une partie d’un stockage ré-
seau associé à un compte d’utilisateur.

12. Un support non transitoire lisible par ordinateur, con-
tenant des instructions exécutables par un proces-
seur d’un serveur (130) pour :
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fournir, par le serveur (130), une application
(124, 320) fonctionnant en mode natif implé-
mentée uniquement avec des langages de pro-
grammation de technologie Web utilisés pour
implémenter une application Web, l’application
(124, 320) fonctionnant en mode natif étant four-
nie à un environnement d’exécution unique
(120) ;
fournir, par le serveur (130), l’environnement
d’exécution unique (120) qui fournit à l’applica-
tion (124, 320) fonctionnant en mode natif un
accès à des services de niveau système infor-
matique qui ne sont pas disponibles pour des
applications Web (128, 310) mais qui sont dis-
ponibles pour des applications natives (126,
340) implémentées par du code exécutable
(350), et qui facilite le fait que l’application (124,
320) fonctionnant en mode natif s’exécute indé-
pendamment d’un navigateur Web et dans un
processus qui est distinct d’un processus de
l’environnement d’exécution unique (120) ;
recevoir, sur le serveur (130), une demande de
téléchargement et d’installation de l’application
(124, 320) fonctionnant en mode natif sur un dis-
positif informatique client (102A, 102B, 102C) ;
et
en réponse à la demande, déterminer sur la ba-
se d’un type de navigateur Web (112) accédant
au serveur (130) si l’environnement d’exécution
unique (120) est déjà installé sur le dispositif in-
formatique client (102A, 102B, 102C) exécutant
le navigateur Web (112) ; et
si l’environnement d’exécution unique (120)
n’est pas déjà installé sur le dispositif informati-
que client (102A, 102B, 102C), fournir l’environ-
nement d’exécution unique (120) pour installa-
tion sur le dispositif informatique client (102A,
102B, 102C), l’environnement d’exécution (120)
étant configuré pour accepter l’application (124,
320) fonctionnant en mode natif en tant que fi-
chier empaqueté, puis exécuter l’application
(124, 320) fonctionnant en mode natif sur le dis-
positif informatique client (102A, 102B, 102C),
l’application (124, 320) fonctionnant en mode
natif affichant une interface utilisateur autonome
sur le dispositif informatique client (102A, 102B,
102C).
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