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Description
TECHNICAL FIELD

[0001] This disclosure generally relates to web brows-
ertechnology, and in particular, to an identity mechanism
for a web browser.

BACKGROUND

[0002] A web browser may maintain an identity and
authenticate the identity to a server. Yet, there is no sys-
tem to provide a common identity across different web
applications. Each time a user accesses a different web
application, web service, or website, the user may have
to login separately. It can prove very difficult for users to
maintain different usernames and passwords, and to
have to login so many times.

[0003] Further, current identity solutions may rely on
server-to-server technology, without any help from the
web browser. Currentidentity solutions may also be com-
plex to implement and may result in a poor user experi-
ence. For example, current solutions may require rela-
tively complex server-side code, and a confusing authen-
tication user interface to get information like a user name,
email, photo, or user-specific avatar. Further, cookie life-
times are low, and logging out of a central account such
as an email account might invalidate a session on other
web applications, which may prove counter-intuitive for
users. Accordingly, a need exists for systems and meth-
ods to address the shortfalls of present technology and
to provide other new and innovative features RFC5849
by E. Hammer-Lahav, published in April 2010, discloses
the OAuth protocol of accessing privileged content on a
server on behalf of a resouce owner, without providing
login credentials, by enabling a client to receive and store
generated token credentials, so as to provide access on
behalf of the resource owner by making authenticated
HTTP requests using these credentials together with cli-
ent credentials - without the need to provide the login
credentials of the resource owner. The Android operating
system exhibits the mechanism of a manifest file, where-
by when users install an application, they can designate
what permissions are approved with respect to access
to information about the user device and user profile in-
formation.

SUMMARY

[0004] Accordingto one general aspect, a browser ap-
plication programming interface is exposed to a web ap-
plication to verify an identify of a user using user-specific
identity information stored by the browser. Cryptographic
information associated with the user is transmitted from
the browser application programming interface to the
web application. User-specific content is provided to the
user through the web application if the web application
verifies an identify of the user via the browser application

10

15

20

25

30

35

40

45

50

55

programming interface using the cryptographic informa-
tion.

[0005] The details of one or more implementations are
set forth in the accompanying drawings and the descrip-
tion below. Other features will be apparent from the de-
scription and drawings, and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0006]

FIG. 1Ais a block diagram of an example web brows-
er.

FIG. 1Bis adiagram of a user interface thatillustrates
an example web application.

FIG. 2 is a diagram of a user interface that illustrates
an example notification window related to a web ap-
plication.

FIG. 3 is an example of a manifest file related to a
web application or extension.

FIG. 4 is a schematic block diagram of an example
of a browser identity system.

FIG. 5A is a flow diagram of an example process for
utilizing a browser identity, in accordance with im-
plementations described with respect to FIGs. 1-4.
FIG. 5B is a block diagram of an example of a cryp-
tographic exchange of information between a brows-
er and a web application.

FIG. 6 shows an example of a computer device and
a mobile computer device that can be used to imple-
ment the techniques described here.

[0007] Like reference symbols in the various drawings
indicate like elements.

DETAILED DESCRIPTION

[0008] Systems and methods described here imple-
ment an identity related to aweb browser, or aweb brows-
er that works as an operating system, for use by installed
web applications. With user consent, a web browser may
generate a unique cryptographic key pair for each (user,
origin) pair. The public key may become the user’s iden-
tity for the origin (i.e., web application). The key pairs
may be synced between clients so that users do not need
to enter new authentication credentials (beyond perhaps
a browser login) each time they wish to use different web
applications at different clients.

[0009] FIG. 1A illustrats an example web browser ap-
plication 101 that may display a user interface 103 in-
cluding tabs 105, 107, and 109. In one implementation,
tab 105 may display selectable icons for web applications
111,113, 115, and 117. Systems and methods described
here may be used for maintaining and providing a secure
browser identity for a user may be implemented, for ex-
ample, with web applications (e.g., web application 111)
that maintain high scores on a game, and want to know
who a user is when entering a high score. As another
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example, the described systems and methods may be
used by shopping-related web applications (e.g., web ap-
plication 113), to avoid requiring a user of web browser
application 101 to login every time they go to purchase
an item using the web application 113. As another ex-
ample, an operator of a blog site can use the described
systems and methods to uniquely identify people who
post to the blog site. The blog site owner does not need
to store username and passwords, which they do not like
to do because if the blog site gets hacked those user-
names and passwords may be used to break into other
accounts, reflecting poorly on the blog site owner. As yet
another example, a user’s identity can also be used for
website or web application 115 for email routing. The
user’s identity can be made somewhat anonymous, such
that if a user wants to receive e-mail from a website but
does not want the website to know the user’s e-mail ad-
dress, the described systems and methods allow the
website to send e-mail to the user without the website
knowing the user’s actual e-mail address.

[0010] Another example use case, in addition to the
blog site operator who does not want to be hacked, the
shopping web site, etc., is that it is generally difficult to
implement identity systems. Every developer for every
web site has to do this over and over, and users hate
creating accounts on every website over and over. Sys-
tems and methods described here save all of this energy
and hassle, for both developers and users.

[0011] Instead of having one central identifier (ID) that
a user logs into that is shared between servers, the user
may have a per-application identity, and every web ap-
plication (such as web applications 111, 113, 115, and
117) may have its own unique, pseudo-anonymous iden-
tity associated with it, such that there is no sharing be-
tween web applications. As such, a user does not have
the same identity as determined by a username/pass-
word combination and associated with multiple different
applications. That sort of username/password combina-
tion identify poses a problem because once one identity
is compromised a hacker often has access to many dif-
ferent accounts of the user using the same user-
name/password combination, because people often use
the same password for e-mail as for many of their other
finance or shopping websites. As yet another example,
auto-filling capabilities of a browser may auto-populate
a user’s e-mail address, login, or password, but if one of
the websites with such information gets hacked, a hacker
may be able to utilize the same information on various
sites. Methods and systems described here therefore
provide extra security for user identities and user infor-
mation online.

[0012] Further, methods and systems described here
provide convenience for users while maintaining security
foruseridentities online. For example, auser may include
certain payment information in a user-specific identity
cache of information that is stored on a client device, so
that if the user chooses to subscribe to a monthly sub-
scription for online television viewing using a trusted web
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application, the browser may automatically authorize the
web application (with the user’s consent) to charge the
user’s account a monthly subscription fee, via the brows-
er, without requiring the user to re-enter complex pay-
ment information, for example into a complicated credit
card authorization form or bank routing form.

[0013] A web browser, such as web browser applica-
tion 101, executed by a client device can receive code
(e.g., HTML code) from a remote server (e.g., a remote
server that hosts a website) and can execute the receive
code on the client device for the benefit of a user of the
client device.

[0014] In various implementations, the web browser
application 101 may include or be associated with one
or more web applications (e.g., web applications 111,
113, 115, and 117). In this context, a "web application"
may be configured to a single task or multiple tasks for
auser. In such an embodiment, the web application may
be configured to be executed or interpreted by the web
browser. This is compared with the native applications
thatinclude machine executable code and are configured
to be executed directly by a processor or via the operating
system of the client device, whereas, a web application
may be incapable of execution or display without the aid
of the web browser. Thus, web applications can be run
inside a browser with a dedicated user interface, and may
provide functionality and an experience that is more rich
and interactive than a standalone website but are less
cumbersome and monolithic than a desktop application.
Examples of web applications include games, photo ed-
itors, and video players that are run inside the browser.
[0015] Web applications can be "hosted applications"
or "packaged applications." Hosted applications may in-
clude at least a portion of a web site that itself includes
web pages, plus some metadata that may be especially
pertinent to the web application or to the user of the web
application to allow the web application to perform some
particular functionality for the user. Packaged applica-
tions can be thought of as web applications whose code
is bundled, so that the user can download all of the con-
tent of the web application for execution by the browser.
A packaged web application may not need to have net-
work access to perform its functionality for the user, and
rather may be executed successfully by the browser lo-
cally on the computing device without access to a net-
work. Packaged web applications have the option of us-
ing APIs, allowing packaged applications to change the
way the browser behaves or looks.

[0016] In various implementations, the web browser
may include or be configured to interact with one or more
browser extensions. In this context, a "browser exten-
sion" may include one or more web pages packaged or
grouped together as a definable whole, and configured
to extend the functionality to the web browser. Thus, ex-
tensions also provide extra functionality to a browser, but
generally, unlike applications, there is little or no user
interface component to the functionality provided by an
extension. Instead, web extensions extend the function-
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ality of the browser and the websites being viewed in it.
Forexample, web extensions can extend the functionality
of the browser by adding a new button to the address
bar, such as an ever-present currency converter. Buttons
like this can also apply to the current website being
viewed-for example, clicking the currency converter but-
ton can convert all prices on the website presented to a
user into a currency chosen by the user. In another ex-
ample, an extension can be installed so that when a user
hovers a cursor over a thumbnail image on a webpage
executed by a browser a larger-size version of the image
is displayed until the user moves the cursor away from
the image. In another example, and extension may be
installed to embed a "mail this" button next to every link
in every page. Compared to web applications, extensions
cut across websites and web applications. Extensions
are usually in effect across all websites (though some
are site-specific). Web applications do not combine with
other applications in this way. Rather, web applications
run standalone, like any regular website.

[0017] Web browser extensions and applications can
be downloaded for installation in and execution by a
browser running on a client computing device. Web
browser extensions and applications may require login
information. When multiple extensions or applications
are in use, a user may have a difficult time re-entering
such login information or identity information for each
web application. Systems and methods consistent with
certain embodiments assist with providing user specific
identity information to installed web applications (for ex-
ample, using cryptographic key pairs), so that the user
does not need to re-enter such information each time the
user accesses the web application. When combined with
sync capabilities, once the web application is installed
and identified with the key pair, a user can log-in to a
browser from any machine and utilize the web application
without re-entering the credentials for the web applica-
tion.

[0018] FIG. 1B is a user interface that illustrates an
example web application. The web application is imple-
mented in tab 102 of a web browser. In the example
shown in FIG. 1B, a user has navigated the tab 102 of
the web browser to a digital marketplace or web store.
The digital marketplace or web store may be a location
on the Internet accessible by the browser application
from which a user can download applications, such as
web applications and browser extensions that are inte-
grated as part of the browser application.

[0019] In FIG. 1B, the user has navigated the tab 102
to a web store 104 and more specifically to page of the
web store displaying information about a maps installable
web application 106. In this example user interface 100,
the browser application includes a description of the in-
stallable web application in a description field 108. The
description field 108 may provide information regarding
the functionality and capabilities of the particular web ap-
plication. In one implementation, navigating the browser
application to a specific web application within the mar-

10

15

20

25

30

35

40

45

50

55

ketplace may be considered a request to install the ap-
plication in the browser on a device in which the browser
applicationis running. For instance, the navigation by the
user to the particular webpage illustrated in FIG. 1B may
indicate a request to install the maps web application 106
in the browser application on a device on which this
browser is running. However, in some implementations,
the web application may not actually be installed until a
confirmation is received from the user.

[0020] FIG. 1B also illustrates a notification field 110
that includes at least one permission that is associated
with this web application. The notification field 110 iden-
tifies at least one permission, which indicates the de-
clared permissions that may be used by the web appli-
cation. In this example, the maps web application 106
indicates the declared permission that this particular ap-
plication can access is the physical location of a user of
the application. The notification field 110 provides explicit
notification to a user of the permissions that this applica-
tion may use upon installation in the browser application.
By providing the permissions notification at the time of
installation of the application, the user may either implic-
itly or explicitly grant approval for these permissions by
choosing to proceed with the installation of the applica-
tion. For example, a selection of an install button 112
indicates a confirmation to install the web application,
where the confirmation includes granting the permission.
Upon selection of the install button 112, the web appli-
cation is installed in the browser application to include
enabling the granted permission for use by the web ap-
plication.

[0021] The permissions may be a declaration of the
access thatis desired by the web application or extension
application to user-specific identity information (e.g.,
name, e-mail address, photo, avatar, location, age, pay-
ment information, etc.), device-side information, client-
related information, or server-side information, such as
information associated with a user or a device. While the
above example illustrates a single permission, multiple
permissions may be declared, and granted by the user
as part of the installation process for the application. In
this manner, developers of web applications and exten-
sion applications declare the desired permissions and
associate the declared permissions as part of the web
application. This informs the user about the access that
is potentially being requested to specific information dur-
ing the lifetime of the application while in use in the brows-
er application of a client device controlled by the user.
[0022] In one exemplary implementation, the browser
application 102 is configured to enforce the permissions
associated with the application. In this manner, the
browser application provides a mechanism to restrict or
limit the application to only those permissions declared
by the developer and granted at the time of installation.
In this manner, access to browser application function-
ality and to client device-side information and other in-
formation may be limited to the declared permissions,
which have been explicitly approved by the user at the
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time of installation.

[0023] In one exemplary implementation, a single de-
clared permission may represent an aggregate of more
than one permission. For example, a declared permis-
sion of "your physical location" means that the web ap-
plication may access the device-side information related
to a user’s physical location including geolocation infor-
mation. This also may represent a particular risk level
and may be bundled with other location-related informa-
tion in this one single permission. In this manner, a single
permission that represents multiple similar types of de-
clared permissions are bundled into a single group such
that the user does not need to answer complex security
questions that interrupt their normal workflow. The user
may simply make an upfront assessment of trust that can
later be revoked at any time. For example, if the user no
longer desires to grant the permissions to the application,
the user may simply uninstall the application. Other op-
tions may include selectively revoking individual permis-
sions including permissions that represent an aggregate
permission. If the user revokes permissions without un-
installing the application, some or all functionality of the
application may be degraded. For example, if a user re-
vokes permission for an application to access user-spe-
cific identity information such as an avatar, the web ap-
plication may no longer display the user’s avatar.
[0024] A webpage operating in a browser application
may be required to ask for permission from the user be-
fore it can perform relatively innocuous tasks such as
showing notifications, using the clipboard, or accessing
permanent storage. Each time the webpage wants to per-
form one of these tasks, it may interrupt and prompt the
user to grant permission. This may be annoying for the
user and degrade the user experience for random web-
pages that are stumbled across each time access to the
desktop or desktop notifications is requested. As dis-
cussed above, the installed web application or extension
application in the browser application may grant all of the
permissions needed or desired and declared by the ap-
plication at the time of installation. The granted permis-
sions can be stored, either locally or remotely, in asso-
ciation with the application and with the user that installed
the application. Then, because the permissions have
been stored, the user need not re-grant the permissions
each time the user wishes to launch and run the web
application.

[0025] Many different types of permissions may be de-
clared by a developer as part of the application that is to
be installed and executed within a browser running on a
client device. For example, permissions may include per-
mission for the web application to access a user’s book-
marks, permission for the web application to access a
user’s web browsing history, permission for the web ap-
plication to access or determine a user’s geolocation,
permission for the web application to access the URL'’s
of, orinformation in, open tabs of the browser, permission
for the web application to use unlimited local storage re-
sources on the client device, permission for the web ap-
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plication to copy and paste information from the client
device, permission to access local files on the client de-
vice executing the web application, permission to deter-
mine time when the web application is idle, permission
for the web application to run native code on the client
device, permission for the web application to run native
code on the client device, permission for the web appli-
cation to access or store a user’s password information,
permission for the web application to access local hard-
ware of the client device. The hardware access permis-
sions may include access to information and/or devices
themselves including periphery access, power status,
battery status, and other similar hardware device and
related information access.

[0026] Other examples of declared permissions in-
clude context menus permissions, cookies permissions,
and management permissions. A match pattern specifies
a host permission. A match pattern may be used if the
extension application or web application wants to interact
with the code running on pages. Many extension capa-
bilities, such as cross-origin XML HttpRequest, program-
matically inject content scripts, and the cookies API re-
quire host permissions.

[0027] In some implementations, applications or ex-
tensions that interface with browser-related application
programming interfaces (APIs) may use permissions that
are needed by a specific API. For example, an APl may
require the use of access to the history of the browser
application. If the history permission is declared and as-
sociated with the application, then after installation the
web application may access the browser history without
needing to request permission again and without further
prompting to the user.

[0028] The bookmarks permission may be used if the
web application or extension application uses the brows-
er application bookmarks and bookmarks module, where
bookmarks related to the browser application may be lo-
cated. The geolocation permission may be used if the
application or extension expects to use a geolocation API
without prompting the user for permission. For example,
the geolocation permission may be related to the pro-
posed hyper-text mark-up language (HTML) 1 geoloca-
tion API. The notifications permissions may be related to
the proposed HTMLS5 notification APl without needing to
use or request other permissions such as may be re-
quired by HTML5. The tabs permission may be used by
an application or extension if other tabs or windows re-
lated to the browser application need to be accessed.
[0029] The unlimited storage web storage permission
may be used by the web application or extension to pro-
vide an unlimited quota for storing client-side data, such
as databases and local storage files. In this manner, any
needed or desired storage space may be utilized by the
web application. Without this permission granted, the ap-
plication or extension may be limited to a specific size of
local storage such as, for example, five megabytes of
local storage.

[0030] The cross-origin XML HttpRequest permission
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may be used to enable a web application or an extension
application to request access to remote servers outside
of its origin. For example, cross-origin permission values
may be fully qualified host names such as, for example,
"http://www.google.com/" or "http://www.gmail.com/". In
another example, the cross-origin permission values
may be match patterns such as, for example,
"code.google.com/chrome/.../xhr.html" or "http://*.goog-
le.com/" or "http://*/". A match pattern of "http://*/" allows
HTTP access to all reachable domains. If an application
desires both secure and non-secure HTTP access to a
given host or set of hosts, then those permissions may
be declared separately in the manifest file.

[0031] In one exemplary implementation, the user in-
terface 100 illustrated in FIG. 1 may be the only page
presented to enable the user to confirm installation of the
application and provide implicit allowance of the permis-
sions listed in the notification field 110. In other imple-
mentations, selection of the install button 112 may
prompt an additional confirmation and notification for the
user to review and select.

[0032] FIG. 2is a diagram of a user interface that illus-
trates an example notification window related to a web
application. As shown in user interface 200, notification
window 202 may prompts the user to confirm installation
of a desired web application. In this example, the user is
prompted for a final confirmation to install the maps web
application 106 in the browser application 102. The no-
tification window 202 may include a permissions field
204, which lists the permissions requested and desired
for use by the web application being installed. In this ex-
ample, the notification window 202 includes more than
one permission in the permissions field 204. For exam-
ple, "your physical location" permission and "identity"
permission are listed in the permissions field 204. The
identity permission may include all user-specific identity
information that a user has included in a browser identity
profile, for example, (e.g., name, photo, age, location,
avatar, e-mail address, payment information, etc.). In
some implementations, however, other permissions may
be used so that the access of a web application to an
identity permission is only partial, for example based on
an access control list (e.g., a "name identity" permission
may be used to grant access only to a user login name,
a "finance identity" permission may be used to grant ac-
cess to a user credit card). In other implementations, an
overall identity permission may be used to include any
or all identity information that a user has included in a
browser profile.

[0033] In some instances, the access to information
may be re-labeled differently than listed by the name as-
sociated with an API that needs specific access. For ex-
ample, the APl may designate access to a geolocation
permission, but the notification window may rephrase ge-
olocation information to make it more user-friendly and
understandable and rephrase it as "your physical loca-
tion" to make it clear to the user that the application will
access the physical location of the browser application
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and the device on which it is operating, which may be
assumed to be with the user. In this manner, full disclo-
sure is made to the user at the time of installation. Should
the user desire not to allow access to this information,
the user may simply cancel the installation and access
to the permissions will be denied to the web application.
In some implementations, users may selectively permit
certain access while denying other access. For example,
a user may allow a web application access to certain
user-specific identity information (e.g., name, e-mail ad-
dress), but not to others (age, location).

[0034] Upon receiving confirmation to install the web
application, the web application may be installed in the
browser application and the declared permissions may
be enabled. For example, when a user selects the install
button 206, confirmation to install the web application is
received by the browser application 102, where the con-
firmation may include granting the permissions listed in
the permissions field 204. The permissions field 204 may
also include other information contained in metadata as-
sociated with the web application (e.g., reviews, ratings,
a number of users that have downloaded the application,
security issues, warnings, etc.).

[0035] FIG. 3 is an example of a manifest file related
to a web application or extension. The manifest file 300
may include one or more fields that specify information
related to the application. One of the fields may include
a permissions field 302. In the permissions field 302, a
developer specifies the declared permissions that may
be used by the application. In this example, the declared
permissions include unlimited storage permissions 304,
notifications 306, and identity permission 308. If no per-
missions are declared, the permissions field may be omit-
ted from the manifest file 300. In other examples, multiple
permissions may be declared in the permissions field
302. The manifest file 300 is associated with the appli-
cation and is part of the instructions that are loaded in
the marketplace. The notification window 202 and/or the
notification field 110, which lists the declared permis-
sions, may read the manifestfile 300 and the permissions
field in order to populate these windows.

[0036] Developers of web applications may utilize the
identity permission 308 to access, with the user’s per-
mission, certain identity information for a web application
(such as a login user identifier, an avatar, or in some
implementations, financial payment information such as
a credit card number, or other user-specific information).
By doing so, the web application developer may avoid
requiring the user to re-enter credit card information or
login information the first time, or each time, the user
uses the web application. If a developer employs the
identity permission 308 in a web application, the web
browser may notify the user that the web application will
have access to at least a portion of the user’s identity
information, for example as described above with respect
to FIG. 1B and FIG. 2, such as when the user installs the
web application.

[0037] To employ the identity permission 308, web ap-
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plication developers may employ a signature validation
process, as described in more detail below with respect
to FIGs. 5A and 5B. Client-side APls, in conjunction with
a secure mechanism such as signature validation, as de-
scribed in FIG. 5B, may be used by web applications to
get user identity details like a name, email, avatar, etc.
For example, a web application may include an "identity"
permission in a manifest file, as described in FIG. 3, and
may make JAVASCRIPT API calls to access a user’s
identity information. In some implementations, HTTP re-
sponse headers may be able to send these user identity
details from a remote server, so long as the user has
granted the web application appropriate permissions.
[0038] The user identity information may, in some im-
plementations, be data associated with a user account
for a web browser, a user account for an e-mail program,
a user account for a calendar program, or a single sign-
on system that may be utilized for a web browser, e-mail
program, calendar program, set of web applications, etc.
[0039] In some instances, a developer of a web appli-
cation may desire to add additional permissions in order
to access other device-side information that was not orig-
inally declared at the time the application was installed.
This may occur as partof an update to the web application
or extension, and may be made available through the
store in which the web application or extension was
downloaded from through the browser application.
[0040] The browserapplication 102 may be configured
to restrict one or more permissions associated with one
or more installed web applications. For example, if a par-
ticular permission is deemed too risky or may provide
access to malware, it can be made more limited and all
existing extension applications and web applications
may be automatically limited when the browser is updat-
ed. For example, after release if it is decided that access
to a particular file was not useful or was too dangerous,
then the permission may be changed to require that end
users explicitly opt-in to enable the web application or
extension application to use that feature.

[0041] In one exemplary implementation, optional per-
missions may be used by developers and declared in the
manifest. This allows developers to list a set of permis-
sions that are not necessarily required for normal usage
of the web application. When the developer decides that
itwould like to use one of these permissions, it can prompt
for it on demand, which will then add it to the list of per-
missions that the extension or web application is granted.
This may result in the following additional benefits over
some of the required permissions. For example, if an
extension wants to use a more dangerous feature that is
likely only useful to a small group of power users, they
can make the permission optional thus not forcing all us-
erstograntitaccess to a potentially dangerous capability
that they might not trust. Optional permissions also may
be listed in the manifest and flagged as such. The optional
permissions may not appear in the notification windows
at the time of installation, since they are optional. The
optional permissions may only request access on de-
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mand following installation of the application at the time
when access is requested. The user is given the option
to grant or deny the optional permission at the time that
it is requested. If the user denies permission, then the
permission may not access the desired device-related
information. If permission is granted by the user, then the
extension or application may access the desired infor-
mation. If more than one version exists of the web appli-
cation or extension application, a developer can make
use of a feature in one version and not in other versions.
Optional permissions may be used to include features in
one version that are not included in other versions. By
listing it as an optional permission, the permission might
only be presented to users of the browser that have the
feature, thus allowing the developer to experiment with
the new feature while not causing problems or breaking
existing users.

[0042] In certain implementations, an extension can
provide an identity service so that user-specific identity
information can be stored in conjunction with the browser
and then automatically provided to web applications that
have permission to access the user-specific identity in-
formation. In this manner, a user may grant permission
to a web application once to access such user-specific
identity information and then may not need to manually
provide, or authorize the provision of, such identity infor-
mation when using the web application in the future.
Thus, a user can store user-specific identity information
and then allow the information to be used by certain web
applications that have been granted permission to ac-
cess the information but not allow the information to be
used by other websites or web applications that do not
have explicit permission to access the user-specific iden-
tity information. In this manner, the hybrid trust model of
aweb application can be utilized to the user’s advantage,
because the user may not want to share his user-specific
identity information any random website that he visits,
but may find it advantageous to be able to easily provide
such information to web applications that are installed.
In certain implementations, the user may provide such
information to all web applications that are more trusted
because they have been installed via a specific digital
marketplace or web store (e.g., provided from a trusted
company), have been used successfully and reviewed
by other users, or have been verified to a certain degree
by an operator of the web store.

[0043] FIG. 4 is a schematic block diagram of an ex-
ample of a browser identity system. Using system 400,
user-specific identity information can be stored in asso-
ciation with a browser and conveyed to selected web
applications that have permission to access the identity
information so thatthe selected web applications can pro-
vide a user specific experience of the web application to
the user. In various embodiments, the system 400 may
include client computing devices (e.g., desktop comput-
ers, notebook computers, netbook computers, tablet
computers, smart-phone, efc.) 402A, 402B, 402C. A cli-
ent computing device 402A caninclude one or more proc-
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essors 404 and one or more memories 406. The client
computing device 402A can execute an operating system
408 and an application 410 that may display a user in-
terface window 412. The client computing device 402A
can include an installer engine 420 that can receive code
for a web application that is to be run on the client device
402A from a server and can install the code on the client
device so that the application can be executed by the
device.

[0044] Inoneembodiment, the client computing device
402A may be running or causing the operating system
408 to execute an application 410 or window 412. For
purposes of illustration the window 412 is referred to as
a web browser. However, it is understood that the above
is merely one illustrative example to which the disclosed
subject matter is not limited. In various embodiments,
this window 412 may include a plurality of panes or tabs
414A, 414B, 414C. The window 412 can be a visual area
containing a user interface. In a graphical user interface
(GUI) used in the client device 402A, the window 412
can be a two-dimensional object arranged on a plane of
the GUI known as the desktop. The window 412 can in-
clude other graphical objects, e.g., a menu-bar, toolbars,
controls, icons and usually a working area in which the
document, image, folder contents or other main object
can be displayed. The working area may be capable of
holding only one main object (i.e., in a single document
interface) or more than one main object in a multiple doc-
ument interface. In some applications, specifically web
browsers, multiple documents can be displayed in indi-
vidual tabs 414A, 414B, and 414C. These tabs 414A,
414B, 414C may be displayed one at a time, and may
be selectable via a tab-bar which often resides above the
contents of an individual window. That is, one selected
tab 414A is "forward-facing" and displays information or
content to a user in the window 412, with the content of
other tabs 414B, 414C is "hidden."

[0045] The client computing devices 402A, 402B, and
402C may receive online content from one or more server
computing devices 430, 442, 450, and 470 that may be
connected to the client device 402 through a network
490. Each of the client computing devices 402A, 402B,
402C can be connected to the network 490 through a
local Internet Service Provider 492. The received online
content can be processed and displayed in the window
412 (e.g., in a tab 414 of the window 412).

[0046] In some implementations, one or more of client
computing devices 402A, 402B, 402C may be configured
such that a web browser (such as application 410) oper-
ates as the operating system of the client device, and the
client computing device may not include other applica-
tions. In such animplementation, the application 410 may
operate as a tabbed window manager or shell for the
web, rather than as a standard browser application. A
tab (e.g., tab 414A) in the tabbed window manager may
operate similarto a desktop application’s title bar. A frame
(e.g., such as window 412) containing the tabs may serve
as a convenient mechanism for managing groups of ap-
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plications. In some implementations, there may be other
tab types that do not host a browser toolbar. The tabbed
window manager user interface may use as little screen
space as possible by combining web applications and
standard web pages into a minimal tab strip. While ex-
isting operating systems may have web tabs and native
applications in two separate strips, the tabbed window
manager may combine these, giving access to every-
thing from one strip.

[0047] The client computing device 402A can commu-
nicate with a web applications and extensions market-
place server 450 that provides a marketplace for web
applications and extensions to client computing devices
402A, 402B, 402C. The marketplace server 450 can in-
clude one or more processors 452 and one or more mem-
ories 454. The marketplace server 450 can execute an
operating system 456 and various applications and serv-
ices to provide functionality to the client computing de-
vices. For example, in one implementation, the market-
place server 450 can include a repository for database
of web applications and extensions 458, and the web
applications and extensions can be served from, or
downloaded from, the repository to the client computing
devices. In another implementation, the web applications
and extensions can be stored in, and served to client
computing devices from, a repository that is remotely lo-
cated from the marketplace server. For example, web
applications and extensions could be stored and served
to client computing devices from individual repositories
that are operated and controlled by developers of the
web applications and extensions, and web applications
and extensions repository 458 of the marketplace server
450 can provide just a reference to the individual repos-
itories that are operated by the developers.

[0048] When the web application or extension, for ex-
ample, a packaged web application that can be run offline
(i.e., locally, with the client device 402A, without access
to the network 490), is downloaded from the marketplace
server 450 the client device 402A, the installer engine
420 can receive the downloaded web application or ex-
tension and install it for execution on the client device.
For example, the installer engine can use browser ex-
tensions application programming interfaces (APIs) to in-
tegrate the web application with the browser, so that the
web application can launch seamlessly within the brows-
er application 410. Hosted web applications that can be
run online, e.g., that are hosted by an online server that
executes the application and serves content to the client
device 402A through the network 490 for presentation to
the user, also can be installed with the browser, by grant-
ing the hosted web application increased permissions to
local resources on the client device. For example, install-
ing the hosted application may include granting the host-
ed application permission to use unlimited local storage
on the client device 402A or to access a user’s browsing
history, bookmarks, etc. thatis stored on the client device
402A. Such permissions can be stored as part of the
installation process for the hosted web application, so
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that the user need not re-grant these permissions each
time the hosted web application is used.

[0049] The system 400 can include a developer client
442 with which a developer can develop applications or
extensions or other web applications and extensions to
be uploaded to the marketplace server 450 for presen-
tation in the marketplace server. The developer client
442 caninclude one or more processors 443, one a more
memories 445 for storing data such as, for example, ex-
ecutable instructions and/or content, an operating sys-
tem 444, and one or more applications 446 they can be
executed by a developer to perform various tasks such
as, for example, developing web applications and exten-
sions for presentation in the marketplace, receiving pay-
ments from the marketplace server 450, etc.

[0050] AsshowninFIG. 4, the system 400 can include
one or more servers 430 that may store and maintain
user-specific information. Server(s) 430 can include one
or more processors 432, one or more memories 434, an
operating system 436, and one or more applications 438
that provide various services and/or functionalities to the
user. In one implementation, the applications 438 can
provide such services as an e-mail service, a calendar
service, a blog hosting service, an online payment serv-
ice, a content storage and management service (e.g., for
storing and managing documents, photos, etc.). A user
may access these various services by logging into a sin-
gle account associated with the services. For example,
a user may access the functionality of multiple applica-
tions by logging into a single account.

[0051] Insomeimplementations, the user may access
the various services by logging into multiple different ac-
counts associated with the different services. For exam-
ple, the user may log in to an account associated with
the user’s online e-mail account (e.g., Microsoft Hotmail,
Yahoo mail, Google Gmail, etc.), the user’s online social
network account (e.g. Facebook, twitter, etc.), the user’s
online photo account (e.g., Snapfish, Shutterfly, Picasa,
etc.), accounts at content websites (e.g., news websites
game websites, entertainment websites, etc.), etc. Sync
server 470 may ensure that local data from a computing
device (e.g., device 402A, 402B, or 402C) is synced
across all of a user’s devices or all devices that are used
to log the user into a user account. Additionally, pass-
words traditionally are stored locally, but can be synced
across devices using syncserver470. Further, sync serv-
er 470 may sync across differentdevices all installed web
applications, browser extensions, browser bookmarks,
settings, profiles, browser history, themes, plugins, local
permissions, user-specific identity information (as de-
scribed in more detail below with respect to cache 418),
and data associated with the web applications and
browser extensions for a user. For example, if a user of
computing device 402A accesses a user account (for ex-
ample, via a web browser) from computing device 402B,
sync server 470 may copy settings and data associated
with web applications and browser extensions (for exam-
ple, that the user has selected to sync) from the user
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account to computing device 402B. Changes to settings
on one computing device may be automatically copied
(e.g., via sync server 470) from other computers (for ex-
ample, if the user has enabled that sync feature). Synced
data may be encrypted when it travels between comput-
ing devices 402A, 402B, and sync server 470 to keep
information secure and to ensure user privacy. Further,
passwords may be encrypted on computing devices
402A, 402B, and sync server 470 using a cryptographic
key.

[0052] The client computing device 402A also can in-
clude a cache of user-specific identity information in
cache 418. The user-specific identity information can in-
clude information associated with a user of the browser
application 210, for example, a name of the user, an e-
mail address of the user, an avatar, an online alias used
by the user, an age or birth date of the user, a mailing
address of the user, a residential address of the user, a
shipping address of the user, a phone number of the user,
credit card information associated with the user, friends
or contacts of the user, a history of websites browsed by
the user, purchases and/or downloads made by the user
(e.g., web applications and/or extensions available in the
digital marketplace), etc. The user-specific identity infor-
mation stored in the cache 418 can be stored on an opt-
in basis by the user, and the user may control the partic-
ular information is stored in the cache 418.

[0053] The user-specific identity information stored in
the cache 418 can be accessible to the browser410, and
the browser can provide the information to one or more
web applications running in the browser when authorized
by the user. The user specific identity information may
be accessible to the browser 410 only when the user
successfully provides login information to the browser.
For example, the user may be required to enter a user-
name and password to a user interface provided by the
browser in order for the browser to access his or her
identity information.

[0054] The cache 418 can be a volatile memory that
stores user specific identity information during a browser
session. The identity information can be permanently
stored in a secure manner within a nonvolatile memory
and then loaded into the cache 418 when the user suc-
cessfully logs into the browser.

[0055] In another implementation, user-specific iden-
tity information can be permanently stored in a memory
device (e.g. memory 434) of an online server 430. Then,
when the user logs into an account associated with a
service provided by the online server 430, the user-spe-
cific identity information can be downloaded from the on-
line server 430 to the cache 418 of the client device 402A,
for use by browser 410, with permission from a user. The
identity information can be downloaded using secure en-
cryption techniques to protect the information while it is
being downloaded.

[0056] The browser 410 can be associated with user-
specific identity information for different users or can be
associated with different identity information for a single
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user. For example, different users may provide login in-
formation through a user interface provided by the brows-
er, so that the browser to can retrieve and cache the
different user-specific identity information for the different
users. In another implementation, a single user may
maintain different identity profiles having differentidentity
information, which each are associated with different
browser login accounts. Alternatively or additionally, var-
ious users of the same client device (e.g., a husband and
wife using the same desktop computer) may create and
maintain different identity profiles having differentidentity
information, which each are associated with different
browser login accounts.

[0057] A web application that a user downloads and
installs within the client device 402A can include a per-
mission that allows the web application to receive user-
specific identity information from the browser that exe-
cutes the application. Such a permission may be referred
to herein as an "identity permission." Thus, when the user
downloads and installs a web application that includes
an identity permission the user may authorize the web
application to receive user-specific identity information
from the browser. The particular identity information that
is provided by the browser to the web application may
depend on the web application and the nature of the iden-
tity permission. In one implementation, a single identity
permission may exist which pulls a collection of standard
user-specific identity information (e.g., name and email
address) from the client’s browser 410. In another imple-
mentation, different levels of an identity permission may
be specified, where the different levels correspond to dif-
ferent kinds or amounts of identity information that shall
be pulled from the browser to the web application. For
example, a "shopping" identity permission may request
access to identity information such as the user's name,
credit card information, billing address, shipping address,
etc. In another example, a "user interests" identity per-
mission may request access to identity information such
as a user’s browsing history, web application purchase
history, content files (e.g., public blog postings), etc. in
another example, a "social" identity permission may re-
quest access to identity information such as names of a
user’s friends in social networks, a user’s contacts, a us-
er's calendarinformation, etc. In another example, a "ba-
sic" identity permission may request access only to basic
identity information such as the user’s e-mail address.
[0058] As part of the installation process of the web
application, a user may be requested to authorize an
identity permission. The web application may request
particular user-specific identity information as part of the
identity permission, or, as described above, may be refer
to the requested particular information by one or more
generic markers, such as, for example, "shopping infor-
mation," "user interest information," "social information,"
or "basic information." When the user grants the permis-
sion as part of the installation process, then the web ap-
plication may be continuously granted the permission to
access such information, unless or until the user revokes
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such permission. Then, each time the web application is
launched within a browser application 410 when the user
is logged into the browser 410, the web application can
be automatically provided with the user specific identity
information by the browser without the user having to
take any steps to provide such information other than
launching the web application. In this manner, the user
may easily allow particular selected web applications to
access and utilize the user’s identity information without
allowing other web applications or websites to access
the user’s identity information.

[0059] The web application can use the user-specific
identity information in a variety of ways. For example, the
web application may provide user-specific content to the
user through the web application, where the user-specific
content is based on the user’s-specific identity informa-
tionthatis provided by the browser to the web application.
The user-specific content can be content that is specially
selected based on the user’s interests, demographics,
location, or other such user-specific identity information.
[0060] In a specific example, the user may download
and install a web application for Marvel Comics, so that
the user can access and read content provided by Marvel
Comics. As part of the installation of the web application,
identity information associated with the user can be re-
quested. For example, the web application may request
to know the user’s e-mail address, and browsing history.
After granting such permission and launching the web
application, the web application can make use ofthe iden-
tity information to provide user specific content to the
user.

[0061] Forexample, the web application may compare
the user’'s e-mail address to e-mail addresses listed in
other databases associated with Marvel Comics, which
may indicate that the user previously registered an ac-
count with Marvel Comics (e.g., at a website associated
with the domain www.marvel.com) and that the user had
previously browsed, viewed, downloaded, or purchased
certain content from Marvel Comics. Then, the web ap-
plication may automatically associate the user of the web
application with the profile of the user with the same e-
mail address that previously browsed, viewed, down-
loaded, or purchased the content from Marvel Comics,
and therefore can suggest or provide content through the
web application to the user based on the user’s previous
interaction with other properties associated with Marvel
Comics. In another implementation, the web application
may retrieve and parse the user’s browsing history to
determine interests of the user and then may provide or
suggest content available through the web application,
which is based on the user’s determined interests. For
example, the suggested content may include romantic
comics for a user whose browsing history indicates an
interest in romantic topics, and the suggested content
may include adventure comics for a user is browsing his-
tory indicates an interest in adventure topics.

[0062] The browser 410 can be shared by multiple us-
ers, and each user may have different user-specific iden-
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tity information. Thus, when different users login to the
browser 410 and launch the Marvel Comics web appli-
cation within the browser, the application may provide
different user-specific content to each of the different us-
ers based on the identity information pulled by the web
application from the browser for each of the different us-
ers. The web application may pull the user-specific iden-
tity information, for example by making an API call to the
browser, to pull information from the cache 418.

[0063] Granting of identity permission to web applica-
tions that are installed within a browser can provide a
better user experience for a user when multiple web ap-
plications are installed in a browser for a user. As de-
scribed in more detail below with respect to FIG. 5A and
5B, during the installation of each web application, the
user can authorize the use of specified user-specificiden-
tity information by the web application, and as different
web applications are launched and used, pertinent iden-
tity information can be automatically pulled by each web
application from the browser, without the user having to
take any additional steps (e.g., login, enter passwords,
etc.) other than launching the web application.

[0064] The information that is provided by an applica-
tion 410 running on a client device to the marketplace
server 450 (e.g., regarding a user’s browsing history,
etc.) can be provided on an opt-in basis. In other words,
such information may be provided from the client com-
puting device 402A to the server 450 only if the user of
the client device specifically authorizes the transmission
of such information from the client to the server.

[0065] FIG.5A illustrates a flow diagram of an example
process 500 for utilizing a browser identity, in accordance
with implementations described above with respect to
FIGs. 1-4. Process 500 may begin when a user installs
a web application in a browser (502), such as browser
410 as shown in FIG. 4. In some implementations, prior
to 502, a web application may declare that it requires
identity information.

[0066] The browser notifies the user that the web ap-
plication may have access to the user’s identity or identity
information (504), for example using a notification win-
dow such as notification window 202 shown in FIG. 2.
When the user launches the web application (506), the
browser determines if it has a key for the web application
(508). If yes, (508, yes), the process continues to 512. If
not (508, no), the browser may generate a new key pair
for the web application (510). The browser may generate
the key pair (e.g., a public and private key), for example
using asymmetric key algorithm technology to create a
public encryption key and a private encryption key. The
browser may generate the key pair within the browser
and store the private key in association with the browser,
such that no web application, website, or other applica-
tion can access the private key.

[0067] The browser may send the public key to the web
application with a signature provided by the private key
(such as "X-Chrome-User: <pubkey>: <signature(cook-
ies)>"), and the web application determines if it recog-
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nizes the public key (512). If the web application recog-
nizes the public key (512, yes), the web application ver-
ifies the signature using the public key (514).

[0068] Such a signature validation process may be
useful for developers to incorporate into web applica-
tions. Further, developers do not need to create addition-
al prompts for a user authentication.

[0069] If the web application does not recognize the
public key (512, no) the web application may create a
new account for the user (516), for example using an
automatic prompt such as a pop-up window. Next, the
web application may authenticate the user (518), and the
process may end. In some implementations, after 518
forexample, the web application may request and display
additional identity information such as name, photo, etc.
[0070] After process 500 allows a web application to
authenticate a user via the browser identity, the web ap-
plication may display details like a name, avatar, photo,
email address, or other user-specific identity information,
for example by querying an object of a client-side browser
API. In some implementations, the web application can
protect against replay attacks by including a timestamp
in a cookie. The browser may also control an authenti-
cation user interface, in order to improve a user’s expe-
rience.

[0071] The private key cannot be leaked because it
never leaves the browser, thus providing security for user
identities online. Moreover, the methods and systems
described here also work nicely for offline web applica-
tions.

[0072] FIG. 5B is a block diagram of an example of a
cryptographic exchange of information between a brows-
er and a web application. FIG. 5B includes browser 520,
which includes cryptographic key generator 521, browser
API 530, and web applications 540 and 550. Crypto-
graphic key generator 521 generates a key pair 522 in-
cluding a public key 524 and a private key 524, which
may be associated with a particular user of browser 520.
Multiple users may be associated with browser 520, but
generally only one user may login to the browser 520 at
a time. The private key 526 never leaves the browser
520 and is not provided to the web applications 540 or
550 or to other websites, thus providing security for user
identities online. A message encrypted with the user’s
public key 524, however, may be provided to web appli-
cations 540 and 550 or to other websites, with the user’s
consent, thus eliminating the need for the user to re-enter
personal identity information (e.g., name, login, or even
financial information) each time the user wishes to ac-
cess a different web application using browser 520.
[0073] Browser 520 may also store at least one public
key 528 that is associated with a particular website or
web application. For example, public key 528 may be a
public key for web application 540, which is installed in
browser 520.

[0074] If a website or web application 540 wants to
verify the identity of a particular user, web application
540 may challenge the browser 520 to verify the user’s
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identify, for example using APl 530. For example, web
application 540 may use a user’s public key that has been
previously provided by browser 520, to encrypt a specific
message, such as text 532. The web application 540 may
challenge the browser 520 to decrypt the message to
find text 532. If the browser 520 can decrypt the message
to find text 532, (e.g., using the private key 526), browser
520 may prove to the web application 540 that the brows-
er has the private key 526 for the particular user. Com-
munication between the web application 540 and the
browser 520 may be done through a browser AP1 530 or
through other techniques.

[0075] FIG. 6 showsanexample of agenericcomputer
device 600 and a generic mobile computer device 650,
which may be used with the techniques described here.
Computing device 600 is intended to represent various
forms of digital computers, such as laptops, desktops,
workstations, personal digital assistants, servers, blade
servers, mainframes, and other appropriate computers.
Computing device 650 is intended to represent various
forms of mobile devices, such as personal digital assist-
ants, cellular telephones, smart phones, and other similar
computing devices. The components shown here, their
connections and relationships, and their functions, are
meant to be exemplary only, and are not meant to limit
implementations of the inventions described and/or
claimed in this document.

[0076] Computing device 600 includes a processor
602, memory 604, a storage device 606, a high-speed
interface 608 connecting to memory 604 and high-speed
expansion ports 610, and a low speed interface 612 con-
necting to low speed bus 614 and storage device 606.
Each of the components 602, 604, 606, 608, 610, and
612, are interconnected using various busses, and may
be mounted on a common motherboard or in other man-
ners as appropriate. The processor 602 can process in-
structions for execution within the computing device 600,
including instructions stored in the memory 604 or on the
storage device 606 to display graphical information for a
GUI on an external input/output device, such as display
616 coupled to high speed interface 608. In other imple-
mentations, multiple processors and/or multiple buses
may be used, as appropriate, along with multiple mem-
ories and types of memory. Also, multiple computing de-
vices 600 may be connected, with each device providing
portions of the necessary operations (e.g., as a server
bank, a group of blade servers, or a multi-processor sys-
tem).

[0077] The memory 604 stores information within the
computing device 600. In one implementation, the mem-
ory 604 is a volatile memory unit or units. In another im-
plementation, the memory 604 is a non-volatile memory
unit or units. The memory 604 may also be another form
of computer-readable medium, such as a magnetic or
optical disk.

[0078] The storage device 606 is capable of providing
mass storage for the computing device 600. In one im-
plementation, the storage device 606 may be or contain
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a computer-readable medium, such as a floppy disk de-
vice, a hard disk device, an optical disk device, or a tape
device, a flash memory or other similar solid state mem-
ory device, or an array of devices, including devices in a
storage area network or other configurations. A computer
program product can be tangibly embodied in an infor-
mation carrier. The computer program product may also
contain instructions that, when executed, perform one or
more methods, such as those described above. The in-
formation carrieris a computer- or machine-readable me-
dium, such as the memory 604, the storage device 606,
or memory on processor 602.

[0079] The high speed controller 608 manages band-
width-intensive operations for the computing device 600,
while the low speed controller 612 manages lower band-
width-intensive operations. Such allocation of functions
isexemplary only. In one implementation, the high-speed
controller 608 is coupled to memory 604, display 616
(e.g., through a graphics processor or accelerator), and
to high-speed expansion ports 610, which may accept
various expansion cards (not shown). In the implemen-
tation, low-speed controller 612 is coupled to storage de-
vice 606 and low-speed expansion port 614. The low-
speed expansion port, which may include various com-
munication ports (e.g., USB, Bluetooth, Ethernet, wire-
less Ethernet) may be coupled to one or more input/out-
put devices, such as a keyboard, a pointing device, a
scanner, or a networking device such as a switch or rout-
er, e.g., through a network adapter.

[0080] The computing device 600 may be implement-
ed in a number of different forms, as shown in the figure.
Forexample, it may be implemented as a standard server
620, or multiple times in a group of such servers. It may
also be implemented as part of arack server system 624.
Inaddition, itmay be implemented in a personal computer
such as a laptop computer 622. Alternatively, compo-
nents from computing device 600 may be combined with
other components in a mobile device (not shown), such
as device 650. Each of such devices may contain one or
more of computing device 600, 650, and an entire system
may be made up of multiple computing devices 600, 650
communicating with each other.

[0081] Computing device 650 includes a processor
652, memory 664, an input/output device such as a dis-
play 654, a communication interface 666, and a trans-
ceiver 668, among other components. The device 650
may also be provided with a storage device, such as a
microdrive or other device, to provide additional storage.
Each of the components 650, 652, 664, 654, 666, and
668, are interconnected using various buses, and several
of the components may be mounted on a common moth-
erboard or in other manners as appropriate.

[0082] The processor 652 can execute instructions
within the computing device 650, including instructions
stored in the memory 664. The processor may be imple-
mented as a chipset of chips that include separate and
multiple analog and digital processors. The processor
may provide, for example, for coordination of the other
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components of the device 650, such as control of user
interfaces, applications run by device 650, and wireless
communication by device 650.

[0083] Processor 652 may communicate with a user
through control interface 658 and display interface 656
coupled to a display 654. The display 654 may be, for
example, a TFT LCD (Thin-Film-Transistor Liquid Crystal
Display) or an OLED (Organic Light Emitting Diode) dis-
play, or other appropriate display technology. The display
interface 656 may comprise appropriate circuitry for driv-
ing the display 654 to present graphical and other infor-
mation to a user. The control interface 658 may receive
commands from a user and convert them for submission
to the processor 652. In addition, an external interface
662 may be provided in communication with processor
652, so as to enable near area communication of device
650 with other devices. External interface 662 may pro-
vide, for example, for wired communication in some im-
plementations, or for wireless communication in other
implementations, and multiple interfaces may also be
used.

[0084] The memory 664 stores information within the
computing device 650. The memory 664 can be imple-
mented as one or more of a computer-readable medium
or media, a volatile memory unit or units, or a non-volatile
memory unit or units. Expansion memory 674 may also
be provided and connected to device 650 through ex-
pansion interface 672, which may include, for example,
a SIMM (Single In Line Memory Module) card interface.
Such expansion memory 674 may provide extra storage
space for device 650, or may also store applications or
other information for device 650. Specifically, expansion
memory 674 may include instructions to carry out or sup-
plement the processes described above, and may in-
clude secure information also. Thus, for example, expan-
sion memory 674 may be provided as a security module
for device 650, and may be programmed with instructions
that permit secure use of device 650. In addition, secure
applications may be provided via the SIMM cards, along
with additional information, such as placing identifying
information on the SIMM card in a non-hackable manner.
[0085] The memory may include, for example, flash
memory and/or NVRAM memory, as discussed below.
In one implementation, a computer program product is
tangibly embodied in an information carrier. The compu-
ter program product contains instructions that, when ex-
ecuted, perform one or more methods, such as those
described above. The information carrier is a computer-
or machine-readable medium, such as the memory 664,
expansion memory 674, or memory on processor 652,
that may be received, for example, over transceiver 668
or external interface 662.

[0086] Device 650 may communicate wirelessly
through communication interface 666, which may include
digital signal processing circuitry where necessary. Com-
munication interface 666 may provide for communica-
tions under various modes or protocols, such as GSM
voice calls, SMS, EMS, or MMS messaging, CDMA, TD-
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MA, PDC, WCDMA, CDMA2000, or GPRS, among oth-
ers. Such communication may occur, for example,
through radio-frequency transceiver 668. In addition,
short-range communication may occur, such as using a
Bluetooth, WiFi, or other such transceiver (not shown).
In addition, GPS (Global Positioning System) receiver
module 670 may provide additional navigation- and lo-
cation-related wireless data to device 650, which may be
used as appropriate by applications running on device
650.

[0087] Device 650 may also communicate audibly us-
ing audio codec 660, which may receive spoken infor-
mation from a user and convert it to usable digital infor-
mation. Audio codec 660 may likewise generate audible
sound for a user, such as through a speaker, e.g., in a
handset of device 650. Such sound may include sound
from voice telephone calls, may include recorded sound
(e.g., voice messages, music files, etc.) and may also
include sound generated by applications operating on
device 650.

[0088] The computing device 650 may be implement-
ed in a number of different forms, as shown in the figure.
For example, it may be implemented as a cellular tele-
phone 680. It may also be implemented as part of a smart
phone 682, personal digital assistant, or other similar mo-
bile device.

[0089] Various implementations of the systems and
techniques described here can be realized in digital elec-
tronic circuitry, integrated circuitry, specially designed
ASICs (application specific integrated circuits), computer
hardware, firmware, software, and/or combinations
thereof. These various implementations can include im-
plementation in one or more computer programs that are
executable and/or interpretable on a programmable sys-
tem including at least one programmable processor,
which may be special or general purpose, coupled to
receive data and instructions from, and to transmit data
and instructions to, a storage system, at least one input
device, and at least one output device.

[0090] These computer programs (also known as pro-
grams, software, software applications or code) include
machine instructions for a programmable processor, and
can be implemented in a high-level procedural and/or
object-oriented programming language, and/or in as-
sembly/machine language. As used herein, the terms
"machine-readable medium" "computer-readable medi-
um" refers to any computer program product, apparatus
and/or device (e.g., magnetic discs, optical disks, mem-
ory, Programmable Logic Devices (PLDs)) used to pro-
vide machine instructions and/or data to a programmable
processor, including a machine-readable medium that
receives machine instructions as a machine-readable
signal. The term "machine-readable signal" refers to any
signal used to provide machine instructions and/or data
to a programmable processor.

[0091] To provide for interaction with a user, the sys-
tems and techniques described here can be implemented
on a computer having adisplay device (e.g., a CRT (cath-
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ode ray tube) or LCD (liquid crystal display) monitor) for
displaying information to the user and a keyboard and a
pointing device (e.g., a mouse or a trackball) by which
the user can provide input to the computer. Other kinds
of devices can be used to provide for interaction with a
user as well; for example, feedback provided to the user
can be any form of sensory feedback (e.g., visual feed-
back, auditory feedback, or tactile feedback); and input
from the user can be received in any form, including
acoustic, speech, or tactile input.

[0092] The systems and techniques described here
can be implemented in a computing system that includes
a back end component (e.g., as a data server), or that
includes a middleware component (e.g., an application
server), or that includes a front end component (e.g., a
client computer having a graphical user interface or a
Web browser through which a user can interact with an
implementation of the systems and techniques described
here), or any combination of such back end, middleware,
or front end components. The components of the system
can be interconnected by any form or medium of digital
data communication (e.g., a communication network).
Examples of communication networks include a local ar-
ea network ("LAN"), a wide area network ("WAN"), and
the Internet.

[0093] The computing system can include clients and
servers. A client and server are generally remote from
each other and interact through a communication net-
work. The relationship of clientand server arises by virtue
of computer programs running on the respective com-
puters and having a client-server relationship to each oth-
er.

[0094] A number of embodiments have been de-
scribed. Nevertheless, it will be understood that various
modifications may be made without departing from the
spirit and scope of the invention.

[0095] Inaddition, the logic flows depicted in the figures
do not require the particular order shown, or sequential
order, to achieve desirable results. In addition, other
steps may be provided, or steps may be eliminated, from
the described flows, and other components may be add-
ed to, or removed from, the described systems. Accord-
ingly, other embodiments are within the scope of the fol-
lowing claims.

Claims
1. A computer-implemented method comprising:

executing a browser at a client device;
receiving, at the browser, browser login informa-
tion from a user;

in response to receiving the browser login infor-
mation, logging the user into a browser login ac-
count associated with the browser executing on
the client device;

in response to logging the user into the browser
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login account, receiving user-specific identity in-
formation from a server on behalf of the user;
storing, by the browser at the client device, the
user-specific identity information;

installing a web application for execution by the
browser, wherein installation of the web appli-
cation grants, to the web application permission,
to access the user-specific identity information
provided to the browser and stored at the client
device;

exposing, within the browser, an application pro-
gramming interface (API) of the browser to the
web application executing in the browser;
transmitting, within the browser and via the API
of the browser, cryptographic information asso-
ciated with the user to the web application, the
web application verifying an identity of the user
based on the cryptographic information; and
providing, based on the user-specific informa-
tion provided to the browser and stored at the
client device, user-specific content to the user
through the web application after the web appli-
cation verifies the identity of the user from the
cryptographic information provided via the API
of the browser.

The method of claim 1, wherein the cryptographic
information includes a unique message and a public
key associated with the user.

The method of claim 2, wherein the unique message
is not shared with other web applications that are
executed by the browser.

The method of claim 1, wherein the user-specific
identity information includes a user name and email
address.

The method of claim 1, wherein the user-specific
content is based on the user-specific identity infor-
mation.

The method of claim 1, wherein the server stores the
user-specific identity information and is remote from
the client device that executes the browser, and
wherein the user-specific identity information is pro-
vided to the browser upon the user logging into an
account.

The method any of the preceding claims, further
comprising:

providing login information for the user, includ-
ing a username, to an online account associated
with the user from a first client device;
associating the user’s installation of the web ap-
plication with the online account;

providing login information for the user, includ-
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ing the username, to the online account associ-
ated with the user from a second client device
controlled by the user;

upon providing the login information, automati-
cally installing the web application within a
browser executing on the second client device,
wherein installing the web application includes
granting permission to the web application to ac-
cess the user-specific identity information,
wherein the user-specific identity information is
stored, atthe second clientdevice, by the brows-
er executing on the second client device;
launching the web application in the browser ex-
ecuting on the second client device;
automatically providing at least a portion of the
user-specific identity information from the
browser executing on the second client device
to the web application based on the user’s
launching of the web application; and
providing user-specific content to the user
through the web application launched in the
browser executing on the second client device,
wherein the user-specific content is based on
the portion of the user-specific identity informa-
tion that is provided to the web application.

The method of any of the preceding claims, further
comprising:

upon approval by the user, receiving a request,
within the browser, from the web application for
stored user-specific identity information via an
application programming interface call from the
web application to the browser.

The method of claim 1, wherein the web application
includes a manifest file and at least a portion of a
web site.

The method of claim 9, wherein the web application
was packaged as an installable entity,

wherein the web application preferably is self con-
tained and operates offline.

The method of claim 1, wherein the cryptographic
information persists within the browser after the user
logs out of another web application or another web-
site while using the browser.

The method of any of the preceding claims, further
comprising:

upon installation of the web application within the
browser, automatically providing a pop-up window
to notify the user that the web application will have
access to at least a portion of the user-specific iden-
tity information.

The method of any of the preceding claims, wherein

10

15

20

25

30

35

40

45

50

55

15

EP 2 875 463 B1

14.

15.

16.

28

the user-specific identity information includes ac-
count information,

wherein the account information preferably includes
private identifiers for multiple credit cards.

The method of any of the preceding claims, wherein
the browser operates as an operating system of the
client device.

A non-transitory computer readable medium con-
taining instructions executable by a processor of a
computing device, that when executed by the proc-
essor cause the computing device to perform the
method of claim 1.

A system including:

a memory; and
a processor operably coupled to the memory
and configured to execute code to:

execute a browser;

receive, at the browser, browser login infor-
mation from a user;

in response to receiving the browser login
information, log the userinto abrowser login
account associated with the browser;

in response to logging the user into the
browser login account, receive user-specif-
ic identity information from a computer dif-
ferent from the system on behalf of the user;
store, by the browser at the system, the us-
er-specific identity information;

install a web application within the browser,
wherein the installation grants to the web
application permission to access the user-
specific identity information provided to the
browser and stored at the system;

expose, within the browser, an application
programming interface (API) of the browser
to the web application executing in the
browser;

transmit, within the browser and via the API
of the browser, cryptographic information
associated with the user to the web appli-
cation, the web application verifying an
identity of the user based on the crypto-
graphic information; and

provide, based on the user-specificinforma-
tion provided to the browser and stored at
the system, user-specific content to the user
through the web application after the web
application verifies the identity of the user
from the cryptographic information provided
via the API of the browser.
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Patentanspriiche

Ein computerimplementiertes Verfahren, aufwei-
send:

Ausfiihren eines Browsers auf einem Client-Ge-
rat;

Empfangen von Anmeldeinformationen des
Browsers im Browser von einem Benutzer;

als Reaktion auf das Empfangen der Browser-
Anmeldeinformationen, das Anmelden des Be-
nutzers in ein Browser-Anmeldekonto, das dem
Browser zugeordnet ist, der auf dem Client-Ge-
rat ausgefihrt wird;

als Reaktion auf die Anmeldung des Benutzers
am Browser-Login-Konto, Empfangen von be-
nutzerspezifischen ldentitatsinformationen von
einem Server im Namen des Benutzers;
Speichern der benutzerspezifischen Identitats-
informationen durch den Browser auf dem Cli-
ent-Gerat;

Installieren einer Webanwendung zur Ausfiih-
rung durch den Browser, wobei die Installation
der Webanwendung der Webanwendung die
Berechtigung gewahrt, auf die benutzerspezifi-
schen Identitatsinformationen zuzugreifen, die
dem Browser bereitgestellt und auf der Client-
Vorrichtung gespeichert sind;

Exponieren einer Anwendungsprogrammier-
schnittstelle (API) des Browsers innerhalb des
Browsers gegeniiber derim Browser ausgefiihr-
ten Webanwendung;

Ubertragen von mit dem Benutzer verbundenen
kryptographischen Informationen innerhalb des
Browsers und iber die API des Browsers an die
Webanwendung, wobei die Webanwendung ei-
ne ldentitdt des Benutzers basierend auf den
kryptographischen Informationen tiberpriift; und
Bereitstellen von benutzerspezifischen Inhalten
fur den Benutzer Gber die Webanwendung auf
der Grundlage der benutzerspezifischen Infor-
mationen, die dem Browser zur Verfigung ge-
stellt und auf der Client-Vorrichtung gespeichert
werden, nachdem die Webanwendung die Iden-
titdt des Benutzers anhand der Uber die API des
Browsers bereitgestellten kryptografischen In-
formationen Uberprift hat.

Verfahren nach Anspruch 1, wobei die kryptographi-
schen Informationen eine eindeutige Nachricht und
einen dem Benutzer zugeordneten 6&ffentlichen
Schliussel beinhalten.

Verfahren nach Anspruch 2, wobei die eindeutige
Nachricht nicht mit anderen Webanwendungen ge-

teilt wird, die vom Browser ausgefiihrt werden.

Verfahren nach Anspruch 1, wobei die benutzerspe-
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zifische Identitatsinformation einen Benutzernamen
und eine E-Mail-Adresse beinhaltet.

Verfahren nach Anspruch 1, wobei der benutzerspe-
zifische Inhalt auf der benutzerspezifischen ldenti-
tatsinformation basiert.

Verfahren nach Anspruch 1, wobei der Server die
benutzerspezifischen Identitatsinformationen spei-
chert und von der Client-Vorrichtung entfernt ist, die
den Browser ausfiihrt, und wobei die benutzerspe-
zifischen ldentitatsinformationen dem Browser beim
Anmelden des Benutzers an ein Konto bereitgestellt
werden.

Verfahren nach einem der vorhergehenden Anspri-
che, ferner umfassend:

Bereitstellen von Anmeldeinformationen flir den
Benutzer, einschliellich eines Benutzerna-
mens, flr ein Online-Konto, das dem Benutzer
von einem ersten Client-Gerat aus zugeordnet
ist;

Zuordnung der Installation der Webanwendung
durch den Benutzer zum Online-Konto;
Bereitstellen von Anmeldeinformationen fiir den
Benutzer, einschlielich des Benutzernamens,
fir das dem Benutzer zugeordnete Online-Kon-
tovon einer zweiten Client-Vorrichtung, die vom
Benutzer gesteuert wird;

nach dem Bereitstellen der Anmeldeinformatio-
nen, automatisches Installieren der Webanwen-
dung innerhalb eines Browsers, der auf der
zweiten Client-Vorrichtung ausgefihrt wird, wo-
bei das Installieren der Webanwendung das Er-
teilen der Berechtigung an die Webanwendung
beinhaltet, auf die benutzerspezifischen Identi-
tatsinformationen zuzugreifen, wobei die benut-
zerspezifischen ldentitdtsinformationen auf der
zweiten Client-Vorrichtung von dem Browser
gespeichert werden, der auf der zweiten Client-
Vorrichtung ausgefihrt wird;

Starten der Webanwendung im Browser, die auf
dem zweiten Client-Gerat ausgefiihrt wird;
automatisches Bereitstellen mindestens eines
Teils der benutzerspezifischen Identitatsinfor-
mationen vom Browser, der auf der zweiten Cli-
ent-Vorrichtung ausgefiihrt wird, an die Weban-
wendung basierend auf dem Start der Weban-
wendung durch den Benutzer; und
Bereitstellen von benutzerspezifischem Inhalt
fir den Benutzer tber die Webanwendung, die
im Browser gestartet wird, der auf der zweiten
Client-Vorrichtung ausgeftihrt wird, worin der
benutzerspezifische Inhalt auf dem Abschnitt
der benutzerspezifischen Identitatsinformatio-
nen basiert, der der Webanwendung bereitge-
stellt wird.
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Verfahren nach einemder vorstehenden Anspriiche,
ferner umfassend: nach Genehmigung durch den
Benutzer, Empfangen einer Anforderung innerhalb
des Browsers von der Webanwendung nach gespei-
cherten benutzerspezifischen Identitatsinformatio-
nen uUber einen Aufruf der Anwendungsprogram-
mierschnittstelle von der Webanwendung an den
Browser.

Verfahren nach Anspruch 1, wobei die Webanwen-
dung eine Manifestdatei und mindestens einen Teil
einer Website beinhaltet.

Verfahren nach Anspruch 9, wobei die Webanwen-
dung als installierbare Einheit verpackt wurde,
wobei die Webanwendung vorzugsweise in sich ge-
schlossen ist und offline arbeitet.

Verfahren nach Anspruch 1, wobei die kryptographi-
schen Informationen innerhalb des Browsers beste-
hen bleiben, nachdem sich der Benutzer wahrend
der Verwendung des Browsers aus einer anderen
Webanwendung oder einer anderen Website aus-

loggt.

Verfahren nach einemder vorstehenden Anspriiche,
ferner umfassend:

bei der Installation der Webanwendung im Browser
automatisch ein Popup-Fenster bereitstellen, um
den Benutzer dartiber zu informieren, dass die Web-
anwendung Zugriff auf mindestens einen Teil der be-
nutzerspezifischen Identitatsinformationen hat.

Verfahren nach einem der vorhergehenden Ansprii-
che, wobei die benutzerspezifische Identitatsinfor-
mation Kontoinformationen beinhaltet,

wobei die Kontoinformationen vorzugsweise private
Identifikatoren flir mehrere Kreditkarten beinhalten.

Verfahren fiir einen der vorhergehenden Anspriiche,
wobei der Browser als Betriebssystem der Client-
Vorrichtung arbeitet.

Nichtflichtiges, computerlesbares Medium, das An-
weisungen enthalt, die von einem Prozessor einer
Computervorrichtung ausgefiihrt werden kdnnen,
die, wenn sie von dem Prozessor ausgefiihrt wer-
den, die Computervorrichtung veranlassen, das Ver-
fahren nach Anspruch 1 durchzufiihren.

Ein System mit:
einem Speicher; und
einem Prozessor, der funktional mit dem Spei-
cher gekoppelt und konfiguriert ist, um Code

auszufihren zum:

Ausflihren eines Browsers;
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im Browser die Anmeldeinformationen des
Browsers von einem Benutzer erhalten;
als Reaktion auf den Erhalt der Browser-
Anmeldeinformationen den Benutzer in ein
dem Browser zugeordnetes Browser-An-
meldekonto einloggen;

als Reaktion auf die Anmeldung des Benut-
zers am Browser-Login-Konto benutzer-
spezifische Identitatsinformationen von ei-
nem anderen Computer als dem System im
Namen des Benutzers erhalten;
Speichern der benutzerspezifischen ldenti-
tatsinformationen durch den Browser im
System;

Installieren einer Webanwendung inner-
halb des Browsers, wobei die Installation
der Webanwendung die Berechtigung ge-
wahrt, auf die benutzerspezifischen Identi-
tatsinformationen zuzugreifen, die dem
Browser bereitgestellt und im System ge-
speichert sind;

innerhalb des Browsers eine Anwendungs-
programmierschnittstelle (APl) des Brow-
sers der im Browser ausgeflihrten Weban-
wendung zur Verfigung stellen;

innerhalb des Browsers und Uber die API
des Browsers kryptografische Informatio-
nen, die mit dem Benutzer verbunden sind,
an die Webanwendung zu tbermitteln, wo-
bei die Webanwendung eine Identitat des
Benutzers basierend auf den kryptografi-
schen Informationen Uberprift; und

auf der Grundlage der benutzerspezifi-
schen Informationen, die dem Browser zur
Verfiigung gestellt und im System gespei-
chert werden, benutzerspezifische Inhalte
fir den Benutzer tber die Webanwendung
bereitzustellen, nachdem die Webanwen-
dung die Identitdt des Benutzers anhand
der Uiber die APl des Browsers bereitgestell-
ten kryptografischen Informationen Uber-
prift hat.

Revendications

Un procédé mis en oeuvre par ordinateur

comprenant :

le fait d’exécuter un navigateur sur un dispositif
client ;

le fait de recevoir, dans le navigateur, des infor-
mations de connexion de navigateur en prove-
nance d’un utilisateur ;

en réponse a la réception des informations de
connexion de navigateur, le fait de connecter
I'utilisateur dans un compte de connexion de na-
vigateur associé au navigateur, s’exécutant sur
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le dispositif client ;

en réponse a la connexion de l'utilisateur au
compte de connexion de navigateur, le fait de
recevoir d’'un serveur pour le compte de I'utili-
sateur, des informations d’identité spécifiques a
I'utilisateur ;

le fait, par le navigateur sur le dispositif client,
de stocker les informations d’identité spécifi-
ques a l'utilisateur ;

le fait d’installer une application Web a exécuter
par le navigateur, I'installation de I'application
Web accordant, a 'autorisation de I'application
Web, I'accés aux informations d’identité spéci-
fiques a l'utilisateur fournies au navigateur et
stockées sur le dispositif client ;

le fait d’exposer, dans le navigateur, une inter-
face de programmation d’application (API) du
navigateur a I'application Web exécutée dans le
navigateur ;

le fait de transmettre, dans le navigateur et via
I'API du navigateur, des informations cryptogra-
phiques associées a l'utilisateur a I'application
Web, I'application Web vérifiant I'identité de I'uti-
lisateur sur la base des informations
cryptographiques ; et

le fait de fournir, sur la base des informations
spécifiques a l'utilisateur fournies au navigateur
et stockées sur le dispositif client, un contenu
spécifique a I'utilisateur via I'application Web
aprés que l'application Web ait vérifié I'identité
de l'utilisateur a partir des informations crypto-
graphiques fournies via I’API du navigateur.

Le procédé selon larevendication 1, dans lequel I'in-
formation cryptographique comprend un message
unique et une clé publique associée a I'utilisateur.

Le procédé selon la revendication 2, dans lequel le
message unique n’est pas partagé avec d’autres ap-
plications Web qui sont exécutées par le navigateur.

Le procédé selon la revendication 1, dans lequel les
informations d’identité spécifiques a [I'utilisateur
comprennent un nom d’utilisateur et une adresse de
courrier électronique.

Le procédé selon la revendication 1, dans lequel le
contenu spécifique a l'utilisateur est basé sur les in-
formations d’identité spécifiques a l'utilisateur.

Le procédé selon la revendication 1, dans lequel le
serveur stocke les informations d’identité spécifi-
ques a l'utilisateur et est distant du dispositif client
qui exécute le navigateur, et dans lequel les infor-
mations d’identité spécifiques a I'utilisateur sont
fournies au navigateur lorsque l'utilisateur se con-
necte a un compte.

10

15

20

25

30

35

40

45

50

55

18

EP 2 875 463 B1

7.

10.

34

Le procédé selon I'une quelconque des revendica-
tions précédentes, comprenant en outre :

le fait de fournir des informations de connexion
pour 'utilisateur, incluant un nom d’utilisateur, a
un compte en ligne associé a l'utilisateur a partir
d’un premier dispositif client ;

le fait d’associer I'installation de I'utilisateur de
I'application Web au compte en ligne ;

le fait de fournir des informations de connexion
pour l'utilisateur, incluant le nom d’utilisateur, au
compte en ligne associé a I'utilisateur a partir
d’'un deuxieme dispositif client contrélé par
I'utilisateur ;

lors de la fourniture des informations de con-
nexion, le fait d’installer automatiquement I'ap-
plication Web dans un navigateur s’exécutant
sur le deuxiéme dispositif client, dans lequel le
fait de d’installer I'application Web comprend le
fait d’accorder I'autorisation a I'application Web
d’accéder aux informations d’identité spécifi-
ques a l'utilisateur, les informations d’identité
spécifiques a I'utilisateur étant stockées sur le
deuxiéeme dispositif client par le navigateur
s’exécutant sur le deuxieme dispositif client ;
le fait de lancer I'application Web dans le navi-
gateur s’exécutant sur le deuxiéme dispositif
client ;

le fait de fournir automatiquement, depuis le na-
vigateur s’exécutant sur le deuxieme dispositif
client, a I'application Web, en fonction du lance-
ment de l'application Web par I'utilisateur, au
moins une partie des informations d’identité
spécifiques a l'utilisateur ; et

le fait de fournir a I'utilisateur un contenu spéci-
fique a I'utilisateur via I'application Web lancée
dans le navigateur s’exécutant sur le deuxieme
dispositif client, le contenu spécifique a I'utilisa-
teur étant basé sur la partie des informations
d’identité spécifiques a l'utilisateur qui sont four-
nies a l'application Web.

Le procédé selon I'une quelconque des revendica-
tions précédentes, comprenant en outre :

aprées approbation par l'utilisateur, le fait de recevoir
une demande, dans le navigateur, en provenance
de l'application Web, pour des informations d’iden-
tité spécifiques a l'utilisateur stockées, via un appel
d’interface de programmation d’application, depuis
I'application Web vers le navigateur.

Le procédé selonlarevendication 1, dans lequel I'ap-
plication Web comprend un fichier manifeste et au
moins une partie d’'un site Web.

Le procédé selonlarevendication 9, danslequel I'ap-
plication Web a été constituée en tant qu’entité ins-
tallable,
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I'application Web étant de préférence autonome et
fonctionnant hors ligne.

Le procédé selon la revendication 1, dans lequel les
informations cryptographiques persistentdans le na-
vigateur aprés que l'utilisateur se soit déconnecté
d’une autre application Web ou d’un autre site Web
tout en utilisant le navigateur.

Le procédé selon I'une quelconque des revendica-
tions précédentes, comprenant en outre :

lors de I'installation de I'application Web dans le na-
vigateur, le fait de fournir automatiquement une fe-
nétre contextuelle pourinformer I'utilisateur que I'ap-
plication Web aura accés a au moins une partie des
informations d’identité spécifiques a l'utilisateur.

Le procédé selon I'une quelconque des revendica-
tions précédentes, dans lequel les informations
d’identité spécifiques a I'utilisateur comprennentdes
informations de compte,

les informations de compte comprenant de préféren-
ce des identificateurs privés pour plusieurs cartes
de crédit.

Le procédé selon I'une quelconque des revendica-
tions précédentes, dans lequel le navigateur fonc-
tionne en tant que systéme d’exploitation du dispo-
sitif client.

Un support lisible par ordinateur non transitoire con-
tenant des instructions exécutables par un proces-
seur d’'un dispositif informatique, qui, lorsqu’elles
sont exécutées par le processeur, améne le dispo-
sitifinformatique a mettre en oeuvre le procédé selon
la revendication 1.

Un systéme comprenant :

une mémoire ; et

un processeur relié de maniére fonctionnelle a
la mémoire et configuré pour exécuter du code
pour :

exécuter un navigateur ;

recevoir, au niveau du navigateur, des in-
formations de connexion de navigateur en
provenance d’un utilisateur ;

en réponse a la réception des informations
de connexion du navigateur, connecter I'uti-
lisateur a un compte de connexion de navi-
gateur associé au navigateur ;

en réponse a la connexion de l'utilisateur
au compte de connexion du navigateur, re-
cevoir des informations d’identité spécifi-
ques a l'utilisateur en provenance d’un or-
dinateur différent du systéme, pour le comp-
te de I'utilisateur ;
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36

stocker, par le navigateur sur le systeme,
les informations d’identité spécifiques a
I'utilisateur ;

installer une application Web dans le navi-
gateur, linstallation accordant a I'applica-
tion Web l'autorisation d’accéder aux infor-
mations d’identité spécifiques a I'utilisateur
fournies au navigateur et stockées sur le
systeme ;

exposer, dans le navigateur, une interface
de programmation d’application (API) du
navigateur a l'application Web exécutée
dans le navigateur ;

transmettre, dans le navigateur et via I'API
du navigateur, des informations cryptogra-
phiques associées a I'utilisateur a I'applica-
tion Web, I'application Web vérifiant I'iden-
tité de I'utilisateur sur la base des informa-
tions cryptographiques ; et

fournir a l'utilisateur, sur la base des infor-
mations spécifiques a l'utilisateur fournies
au navigateur et stockées sur le systeme,
un contenu spécifique a l'utilisateur via I'ap-
plication Web aprés que I'application Web
ait vérifié l'identité de I'utilisateur a partir des
informations cryptographiques fournies via
I'’API du navigateur.
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